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Weekly Learning Outcomes
1. Learn the basic concepts of web.
2. Understand Client-Side Scripting and Server- Side Scripting.

3. Understand the benefits of PHP, MySQL, JavaScript, CSS, and
HTML5.

4. Learn the need of web servers.

Required Reading
Chapter 1 (Learning PHP, MYSQL, Javascript, CSS & HTML5) 5th Edition (2018)
By Robin Nixon, O’Reilly Media Inc, ISBN-978-1491978917).

Recommended Reading
• Chapter 1 (Internet and World Wide Web How To Program by Deitel & Deitel,
5th Ed).

• Web - Basic Concepts
https://www.tutorialspoint.com/web_developers_guide/web_basic_concepts.htm

1. Web Basics

The Internet
• The Internet—a global network of computers—was made possible by
the convergence of computing and communications technologies.
• In the late 1960s, ARPA (the Advanced Research Projects Agency)
rolled out blueprints for networking the main computer systems of
about a dozen ARPA-funded universities and research institutions.
• ARPA accomplished this with the development of IP—the Internet
Protocol, truly creating a network of networks, the current
architecture of the Internet.
• The combined set of protocols is now commonly called TCP/IP.
• Each computer on the Internet has a unique IP address.

World Wide Web, HTML, HTTP
• The World Wide Web allows computer users to execute web-based applications and
to locate and view multimedia-based documents on almost any subject over the
Internet.
• In 1989, Tim Berners-Lee of CERN (the European Organization for Nuclear Research)
began to develop a technology for sharing information via hyperlinked text
documents.
• Berners-Lee called his invention the HyperText Markup Language (HTML).
• He also wrote communication protocols to form the backbone of his new
information system, which he called the World Wide Web.
• In particular, he wrote the Hypertext Transfer Protocol (HTTP)—a communications
protocol used to send information over the web.

• Each web page on the Internet is associated with a unique URL (Uniform Resource
Locator) . URLs usually begin with http://.

HTTPS
• URLs of websites that handle private information, such as credit card
numbers, often begin with https://, the abbreviation for Hypertext
Transfer Protocol Secure (HTTPS).
• HTTPS is the standard for transferring encrypted data on the web.

• It combines HTTP with the Secure Sockets Layer (SSL) and the more
recent Transport Layer Security (TLS) cryptographic schemes for
securing communications and identification information over the web.

Hyperlinks
• In its simplest form, a web page is nothing more than an HTML
(HyperText Markup Language) document (with the extension .html or
.htm) that describes to a web browser the document’s content and
structure.
• HTML documents normally contain hyperlinks, which, when clicked,
load a specified web document.

• Both images and text may be hyperlinked.
• When the user clicks a hyperlink, a web server locates the requested
web page and sends it to the user’s web browser.
• Similarly, the user can type the address of a web page into the
browser’s address field and press Enter to view the specified page.

Hyperlinks
• Hyperlinks can reference other web pages, e-mail addresses, files and
more.
• If a hyperlink’s URL is in the form mailto:emailAddress, clicking the link
loads your default e-mail program and opens a message window
addressed to the specified e-mail address.
• If a hyperlink references a file that the browser is incapable of
displaying, the browser prepares to download the file, and generally
prompts the user for information about how the file should be stored.

URIs and URLs
• URIs (Uniform Resource Identifiers) identify resources on the Internet.
• URIs that start with http:// are called URLs (Uniform Resource
Locators).
• A URL contains information that directs a browser to the resource that
the user wishes to access.

• Web servers make such resources available to web clients.
• Popular web servers include Apache’s HTTP Server and Microsoft’s
Internet Information Services (IIS).

URIs and URLs
• URL example: http://www.deitel.com/books/downloads.html
• The text http:// indicates that the HyperText Transfer Protocol (HTTP)
should be used to obtain the resource.
• Next in the URL is the server’s fully qualified hostname (for example,
www.deitel.com)—the name of the web-server computer on which the
resource resides.
• This computer is referred to as the host, because it houses and maintains
resources.
 الي تحدد مكانوIP الرابط يترجم الى ارقام
على النت
• The hostname www.deitel.com is translated into an IP (Internet Protocol)
address—a numerical value that uniquely identifies the server on the
Internet.
• An Internet Domain Name System (DNS) server maintains a database of
hostnames and their corresponding IP addresses and performs the
translations automatically.

URIs and URLs
• URL example: http://www.deitel.com/books/downloads.html
• The remainder of the URL (/books/downloads.html) specifies the
resource’s location (/books) and name (downloads.html) on the web
server.
• The location could represent an actual directory on the web server’s
file system. For security reasons, however, the location is typically a
virtual directory.
• The web server translates the virtual directory into a real location on
the server, thus hiding the resource’s true location.

2. The Request/Response Procedure

The basic client/server request/response sequence
• Figure shows the basic
client/server
request/response sequence.
• The request/response
process consists of a web
browser asking the web
server to send it a web page
and the server sending back
the page.
• The browser then takes care
of displaying the page

The basic client/server request/response sequence
• Each step in the request and response sequence is as follows:
1. You enter http://server.com into your browser’s address bar.
2. Your browser looks up the IP address for server.com.
3. Your browser issues a request for the home page at server.com.
4. The request crosses the Internet and arrives at the server.com web server.
5. The web server, having received the request, looks for the web page on its
disk.
6. The web page is retrieved by the server and returned to the browser.
7. Your browser displays the web page.

The dynamic client/server request/response sequence
• Figure shows the dynamic
client/server request/response
sequence.
• For dynamic web pages, the
procedure is a little more
involved, because it may bring
both PHP and MySQL into the
mix.

The dynamic client/server request/response sequence
• Each step in the request and response sequence is as follows:
1. You enter http://server.com into your browser’s address bar.
2. Your browser looks up the IP address for server.com.
3. Your browser issues a request to that address for the web server’s home
page.
4. The request crosses the Internet and arrives at the server.com web server.
5. The web server, having received the request, fetches the home page from
its hard disk.
6. With the home page now in memory, the web server notices that it is a file
incorporating PHP scripting and passes the page to the PHP interpreter.
(cont..)

The dynamic client/server request/response sequence
• Each step in the request and response sequence is as follows: (cont..)
7. The PHP interpreter executes the PHP code.
8. Some of the PHP contains MySQL statements, which the PHP interpreter
now passes to the MySQL database engine.
9. The MySQL database returns the results of the statements to the PHP
interpreter.
10. The PHP interpreter returns the results of the executed PHP code, along
with the results from the MySQL database, to the web server.
11. The web server returns the page to the requesting client, which displays it.

HTTP get and post Requests
• The two most common HTTP request types (also known as request
methods) are get and post.
• A get request typically gets (or retrieves) information from a server,
such as an HTML document, an image or search results based on a
user-submitted search term.
• A post request typically posts (or sends) data to a server.
• Common uses of post requests are to send form data or documents to
a server.
• An HTTP request often posts data to a server-side form handler that
processes the data.
• Get requests and post requests can both be used to send data to a
web server, but each request type sends the information differently.

HTTP get and post Requests
• A get request appends data to the URL,
• HTTP get request example : www.google.com/search?q=deitel.
• In this case :
•
•
•
•

search is the name of Google’s server-side form handler
q is the name of a variable in Google’s search form
deitel is the search term.
? separates the query string from the rest of the URL in a request.

• A name/value pair is passed to the server with the name and the
value separated by an equals sign (=). If more than one name/value
pair is submitted, each pair is separated by an ampersand (&).
• A get request may be initiated by submitting an HTML form whose
method attribute is set to "get", or by typing the URL (possibly
containing a query string) directly into the browser’s address bar.

HTTP get and post Requests
• A post request sends form data as part of the HTTP message, not as
part of the URL.
• A get request typically limits the query string (i.e., everything to the
right of the ?) to a specific number of characters, so it’s often
necessary to send large amounts of information using the post
method.
• The post method is also sometimes preferred because it hides the
submitted data from the user by embedding it in an HTTP message.
• If a form submits several hidden input values along with usersubmitted data, the post method might generate a URL like
www.searchengine.com/search.
• The form data still reaches the server and is processed in a similar
fashion to a get request, but the user does not see the exact
information sent.

Client-Side Caching
• Browsers often cache (save on disk) recently viewed web pages for
quick reloading.
• If there are no changes between the version stored in the cache and
the current version on the web, this speeds up your browsing
experience.
• An HTTP response can indicate the length of time for which the
content remains “fresh.”
• If this amount of time has not been reached, the browser can avoid
another request to the server. If not, the browser loads the document
from the cache.
• Browsers typically do not cache the server’s response to a post
request, because the next post might not return the same result.

3. Client-Side Scripting versus Server-Side Scripting

Client-side scripting

• Client-side scripting with JavaScript can be used to:

• validate user input
• interact with the browser
• enhance web pages
• add client/server communication between a browser and a web
server.

• Client-side scripting does have limitations, such as browser
dependency; the browser or scripting host must support the
scripting language and capabilities.

Client-side scripting
• Scripts are restricted from arbitrarily accessing the local hardware and
file system for security reasons.
• Another issue is that client-side scripts can be viewed by the client by
العرض حسب قدرات املتصفح
using the browser’s source-viewing capability.
• Sensitive information, such as passwords or other personally
identifiable data, should not be on the client.
• All client-side data validation should be mirrored on the server. Also,
placing certain operations in JavaScript on the client can open web
applications to security issues.

Server-side scripting
• Programmers have more flexibility with server-side scripts, which
often generate custom responses for clients.
• For example, a client might connect to an airline’s web server and
request a list of flights from Boston to San Francisco between April 19
and May 5. The server queries the database, dynamically generates an
HTML document containing the flight list and sends the document to
the client. This technology allows clients to obtain the most current
flight information from the database by connecting to an airline’s web
server.

• Server-side scripting languages have a wider range of programmatic
capabilities than their client-side equivalents.

4. The Benefits of PHP, MySQL, JavaScript, CSS, and

HTML5

Using PHP
• PHP is a server side scripting language that is
used to develop Dynamic websites or Web
applications.
• PHP is a widely-used, open source scripting
language.
• PHP scripts are executed on the server and the
result is sent to the web browser as plain HTML.
• The opening <?php tells the web server to allow
the PHP program to interpret all the following
code up to the ?> tag. Outside of this construct,
everything is sent to the client as direct HTML
• PHP provides unlimited control over your web
server.

Simple PHP code

Using MySQL
• MySQL is relational database management
system.
 واقدر اعدل عليه، مجاني
• MySQL is open-source and supports cross
platform.
• MySQL supports standard SQL (Structured
Query Language).
• It is fast, scalable, and easy to use database
management system in comparison with
Microsoft SQL Server and Oracle Database.
• It is commonly used in conjunction with PHP
scripts for creating powerful and dynamic
server-side or web-based enterprise
applications.

• Let’s assume that you have
an email address for a user
and need to look up that
person’s name.
• To do this, you could issue a
MySQL query such as the
following:
SELECT surname,firstname
FROM users WHERE
email='jsmith@mysite.com';

clinent

server

send

Using JavaScript
وفي السيرفر

• JavaScript (js) helps you build dynamic web pages
(i.e., pages that can be modified “on the fly” in
response to events, such as user input, time
changes and more) and computer applications.
• It enables you to do the client-side programming
of web applications. Also, it is used by several
websites for scripting the webpages.
• It is a light-weight object-oriented programming
language that enables dynamic interactivity on
websites when applied to an HTML document.
• All popular web browsers support JavaScript as
they provide built-in execution environments.

الجافا تشتغل هنا عشان تحسن االستجابة

respond

وفي الكالينت

• For now, let’s take a look at
how to use basic JavaScript,
accepted by all browsers:
<script type="text/javascript">
document.write("Today is " +
Date() );
</script>

Using CSS
• Cascading Style Sheets (CSS) are used to specify
the presentation, or styling, of elements on a web
page (e.g., fonts, spacing, sizes, colors,
positioning).
• CSS was designed to style portable web pages
independently of their content and structure.
• CSS describes how HTML elements are to be
displayed on screen, paper, or in other media.
• CSS saves a lot of work. It can control the layout of
multiple web pages all at once.
• CSS is used to define styles for your web pages,
including the design, layout and variations in
display for different devices and screen sizes.

Using CSS can be as simple as
inserting a few rules between
tags in the head of a web page,
like this:
<style>
p{
text-align:justify;
font-family:Helvetica;
}
</style

Using HTML5
• HTML (HyperText Markup Language) is a special type of computer
language called a markup language designed to specify the content and
structure of web pages (also called documents) in a portable manner.
• HTML5 is a next version of HTML. Here, you will get some brand new
features which will make HTML much easier.
• These new introducing features make your website layout clearer to
both website designers and users.
• HTML5 allows you,
• to draw on a canvas.
• facilitate to design better forms and build web applications that work offline.
• to provides advance features for that you would normally have to write
JavaScript to do.

5. The Apache Web Server

The Apache Web Server
• In addition to PHP, MySQL, JavaScript, CSS, and HTML5, there’s a sixth
hero in the dynamic Web: the web server. In this course, we focus on
the Apache web server.
• Apache is the most widely used web server software. Developed and
maintained by Apache Software Foundation, Apache is an open source
software available for free.
• As a Web server, Apache is responsible for accepting HTTP requests
from Internet users and sending them their desired information in the
form of files and Web pages.
• Apache is the most widely used Web Server application in Unix-like
operating systems but can be used on almost all platforms such as
Windows, OS X, OS/2, etc.

مجاني

6. Bringing it All Together

Bringing it All Together
• PHP, MySQL, Javascript, CSS and HTML5, all work together to produce dynamic web
content.
• PHP handles all the main work on the web server.
• MySQL manages all the data.
• The combination of CSS and JavaScript looks after web page presentation.
php بس على السيرفر

• JavaScript can also talk with your PHP code on the web server whenever it
needs to update something (either on the server or on the web page).
• HTML5, includes powerful new features such as the canvas, audio and video, and
geolocation.

• You can make your web pages highly dynamic, interactive, and multimedia-packed
when combine with PHP, MYSQL, Javascript, CSS and HTML5.

Bringing it All Together
• AJAX (Asynchronous JavaScript
and XML) is a technique for
creating fast and dynamic web
pages.
• AJAX allows web pages to be
updated asynchronously by
exchanging small amounts of
data with the server behind
the scenes.
• This means that it is possible
to update parts of a web page,
without reloading the whole
page.

Example:
Gmail uses Ajax to check the availability of usernames

Steps involved for applying Ajax in example
1. HTML web form sent by the server, which asks for the necessary details, such
as username, first name, last name, and email address.
2. The server attaches some JavaScript to the HTML to monitor the username
input box and check for two things:
(a) whether some text has been typed into it, and
(b) whether the input has been deselected because the user has clicked on another input box

3. Once the text has been entered and the field deselected, in the background
the JavaScript code passes the username that was entered back to a PHP
script on the web server and awaits a response.
4. The web server looks up the username and replies back to the JavaScript
regarding whether that name has already been taken.
Continued..

Steps involved for applying Ajax in example
5. The JavaScript then places an indication next to the username input box to
show whether the name is one available to the user—perhaps a green
checkmark or a red cross graphic, along with some text.
6. If the username is not available and the user still submits the form, the
JavaScript interrupts the submission and reemphasizes (perhaps with a larger
graphic and/or an alert box) that the user needs to choose another username.
7. Optionally, an improved version of this process could even look at the
username requested by the user and suggest an alternative that is currently
available.

Main Reference
1. Chapter 1 (Learning PHP, MySQL & JavaScript: With jQuery, CSS
& HTML5 (Learning PHP, MYSQL, Javascript, CSS & HTML5) 5th
Edition (2018) By Robin Nixon, O’Reilly Media Inc, ISBN-9781491978917)

Additional Reference
1. Chapter 1 (Internet and World Wide Web How To Program by
Deitel &
Deitel, 5th Ed)
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Weekly Learning Outcomes
1. Understand the basic structure of PHP.
2. Learn to manipulate data of various types.

3. Learn to use comments, constants and quotation marks.
4. Learn to debug a PHP script.

5

Required Reading
Chapter 1 (PHP and MySQL for Dynamic Web Sites, by Larry Ullman, Peachpit
Press, a division of Pearson Education, 5th edition)

Recommended Reading
•

Chapters 3 (Learning PHP, MySQL & JavaScript: With jQuery, CSS & HTML5,
by Robin Nixon, 5th Edition)

•

PHP Syntax
https://www.w3schools.com/php/php_syntax.asp

•

PHP Data Types
https://www.w3schools.com/php/php_datatypes.asp
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1. Basic Syntax
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Basic PHP Syntax
• A PHP script is executed on the server, and the plain HTML result is
sent back to the browser.
• A PHP script can be placed anywhere in the document.
• A PHP script starts with <?php and ends with ?>

• The default file extension for PHP files is ".php".
• A PHP file normally contains HTML tags, and some PHP scripting code..
8

Steps to make a basic PHP script
1. Create a new document in your text editor or IDE, to be named
first.php (for example).
2. Create a basic HTML document.
3. Before the closing body tag, insert the PHP tags. <php …. ?>
4. Save the file as first.php.
5. Place the file in the proper directory of your web server.
6. Run first.php in your browser.
7. If you don’t see results like those in , start debugging!
9

First Program
• How to Run?
first.php

1. Install PHP and web server (or) Install
XAMPP server which includes Apache
webserver and PHP.
2. Type the program in text editor.
3. Save the program as first.php inside
webserver directory,
C:/Program Files/XAMPP/htdocs
4. In order to run the program, type the
following url in any browser,

http://localhost/first.php

Output:

10

2. Sending Data to the Browser
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Sending Data to the Browser
• To create dynamic web sites with PHP, you must know how to send data to the browser.
• PHP has a number of built-in functions for this purpose; the most common are echo and
print.
echo 'Hello, world!’;
echo "What's new?";
• You could use print instead if you prefer
print 'Hello, world!’;
print "What's new?";
• Needing an Escape : One of the complication is to print single and double quotation marks.
Because the quotation marks used to print output statement.
echo "She said, \"How are you?\"";  She said, "How are you?"
echo 'I\'m just ducky.’;

 I'm just ducky.

12

Sending Data to the Browser
second.php

• To send data to the browser:
1. Open the first.php in your text editor.
2. Between the PHP tags, add a simple
message.
echo 'This was generated using PHP!’;
3. If you want, change the page title to better
describe this script.
Output:

4. Save the file as second.php, place it in your
web directory, and test it in your browser.
13

3. Writing Comments
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Writing comments
• A comment in PHP code is a line that is not executed as a part of the program. Its
only purpose is to be read by someone who is looking at the code.
• PHP supports three comment syntaxes.
1. The first uses what’s called the pound, hash, or number symbol (#):
# This is a comment.
2. The second uses two slashes:

// This is also a comment.
3. A third style allows comments to run over multiple lines:
/* This is a longer comment
that spans two lines. */

15

Writing comments
comments.php

Single line comment

Multi line comment
Single line comment
Output:
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4. What Are Variables?
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Variables
• Variables are containers used to temporarily store values. These values can be
numbers, text, or much more complex data.
• Rules for PHP variables:
1. A variable starts with the $ sign, followed by the name of the variable
2. A variable name must start with a letter or the underscore character
3. A variable name cannot start with a number
4. A variable name can only contain alpha-numeric characters and underscores
(A-z, 0-9, and _ )

5. Variable names are case-sensitive ($age and $AGE are two different
variables)
18

Variables
• Variables can store data of different types, and different data types can do
different things.
• PHP supports the following data types:

SIFBA ONR

• String
• Integer
• Float (floating point numbers - also called double)
• Boolean

• Array
• Object
• NULL
• Resource

19

Variables
• A standard variable is assigned a value during the execution of a script.
• Unlike other programming languages, PHP has no command for declaring a variable.
It is created the moment you first assign a value to it.
variable.php

Int Variable

Variable declaration and assigning values
float Variable

Output:
20

Variables
•

A predefined variable will already have a value when the script begins its
execution.
predefined.php

• Most of these predefined variables reflect
properties of the server as a whole.
• $_SERVER refers to a mass of server-related
information..
Output:
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5. Introducing Strings
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Strings
• A string is a sequence of characters, like "Hello world!".
• A string is merely a quoted chunk of characters: letters, numbers, spaces,
punctuation, and so forth. These are all strings:
• ‘Tobias’
• “In watermelon sugar”
• ‘100’
• ‘August 2, 2017’
• To make a string variable, assign a string value to a valid variable name:
• $first_name = 'Tobias’;
• $today = 'August 2, 2011’;
• When creating strings, you can use either single or double quotation marks to
encapsulate the characters
23

Strings

Str_fun.php

• Some commonly used functions to
manipulate strings.
• strlen() - Return the Length of a String
• str_word_count() - Count Words in a
String
• strrev() - Reverse a String
• str_replace() function replaces some
characters with some other characters
in a string.

Output:
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6. Concatenating Strings
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Concatenating Strings
• Concatenation is like addition for strings, whereby characters are added to the end
of the string.
• It is performed using the concatenation operator, which is the period (•):

$city= 'Seattle’;
$state = 'Washington’;
$address = $city . $state;
• The $address variable now has the value SeattleWashington.
• To produce the result (Seattle, Washington 98101):
$address = $city . ', ' . $state . ' 98101';
26

Concatenating Strings
concat.php

• As a demonstration of
concatenation, a new variable—
$author—will be created as the
concatenation of two existing
strings and a space in between.

• Since the two variables have
been turned into one, the echo
statement should be altered
accordingly.

Output:
27

7. Introducing Numbers
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Introducing Numbers
• PHP has both integer and floating-point (decimal) number types.
• Valid numbers in PHP can be anything like
•
•
•
•
•

8
3.14
10980843985
–4.2398508
4.4e2

• Notice that these values are never quoted—quoted numbers are strings with
numeric values—nor do they include commas to indicate thousands.
• Also, a number is assumed to be positive unless it is preceded by the minus sign (–).
29

Arithmetic Operators
• Operators are used to perform operations on variables and values.
• The PHP arithmetic operators are used with numeric values to perform common
arithmetical operations, such as addition, subtraction, multiplication etc.
Operator

Name

Example

Result

+

Addition

$x + $y

Sum of $x and $y

-

Subtraction

$x - $y

Difference of $x and $y

*

Multiplication

$x * $y

Product of $x and $y

/

Division

$x / $y

Quotient of $x and $y

%

Modulus

$x % $y

Remainder of $x divided by $y

**

Exponentiation

$x ** $y

Result of raising $x to the $y'th power

++

Increment

++$x

Increments $x by one, then returns $x

--

Decrement

--$x

Decrements $x by one, then returns $x
30

Arithmetic Operators
Arithmetic.php

Output:

31

Arithmetic Operators
• Along with the standard arithmetic operators you can use on numbers, dozens of
functions are built into PHP.
• Two common ones are,

• round() : rounds a decimal to the nearest integer
$n = 3.14;
$n = round($n); // 3

• number_format() turns a number into the more commonly written version.
$n = 20943;
$n = number_format($n); // 20,943
32

8. Introducing Constants
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Introducing Constants
• Constants are like variables except that once they are defined they cannot be
changed or undefined.
• A valid constant name starts with a letter or underscore (no $ sign before the
constant name).
• Create a PHP Constant: To create a constant, use the define() function.
define(name, value, case-insensitive)
• name: Specifies the name of the constant
• value: Specifies the value of the constant
• case-insensitive: Specifies whether the constant name should be case-insensitive.
Default is false
34

Introducing Constants
Const.php

Defining constants

Output:
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Constants vs Variables
• A constant, once defined can never be undefined but a variable can be easily
undefined.
• There is no need to use dollar sign($) before constants during assignment but
while declaring variables we use a dollar sign.
• A constant can only be defined using a define() function and not by any simple
assignment.
• Constants don’t need to follow any variable scoping rules and can be defined
anywhere.
36

9. Single vs. Double Quotation Marks
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Single vs. Double Quotation Marks
• Single or double quotes in PHP programming are used to define a string. But,
there are lots of differences between these two.
• Single-quoted Strings:
• You can use it when you want the string to be exactly as it is written. All the
escape sequences like \r or \n, will be output as specified instead of having
any special meaning.
• Double-quoted strings:
• By using Double quotes, the PHP code is forced to evaluate the whole string.
• For example,
$var = 'test';
echo “var is equal to $var”;
echo ‘var is equal to $var’;

will print out var is equal to test,
will print out var is equal to $var
38

Single vs. Double Quotation Marks
• By placing variables and special characters in the Table within double quotes will
result in their represented values printed, not their literal values.
Table: Escape Sequences

Code

Meaning

\”

Double quotation mark

\’

Single quotation mark

\\

Backslash

\n

Newline

\r

Carriage return

\t

Tab

\$

Dollar sign
39

Single vs. Double Quotation Marks
Quote.php

Single Quotation string
Double Quotation string

Output:
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10. Basic Debugging Steps
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Basic Debugging Steps
• Debugging means tracing down errors in your programs and correcting them.
• Debugging is by no means a simple concept to grasp, and unfortunately, it’s one
that is only truly mastered by doing.
• To debug a PHP script:
• Make sure you’re always running PHP scripts through a URL!
• Know what version of PHP you’re running.
• Make sure display_errors is on.
• Check the HTML source code.
• Trust the error message.
• Take a break!

42

Main Reference
1. Chapter 1 (PHP and MySQL for Dynamic Web Sites, by Larry
Ullman, Peachpit Press, a division of Pearson Education, 5th
edition)

Additional Reference
1. Chapters 3 (Learning PHP, MySQL & JavaScript: With
jQuery, CSS & HTML5, by Robin Nixon, 5th Edition)

43

Thank You
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Contents
1. Use the <form> tag to create an HTML form.
2. Specify the URL that processes the form submission in
the action attribute.
3. GET or POST method for the method attribute of the
form for submission.
4. Add the opening PHP tag and create the form data
variables
5. If else statement in PHP
6. Comparative and Logical Operators in PHP
7. Switch statement in PHP

Weekly Learning Outcomes
1. Learn how to create an HTML Form in PHP
2. Learn how to handle an HTML Form in PHP
3. Understand how to write conditionals and operators in PHP

Required Reading
•

Chapter 2 in PHP and MySQL for Dynamic Web Sites, Larry Ullman,
Peachpit Press, a division of Pearson Education, 2018, 5th edition

Recommended Reading
• PHP Complete Form Example - W3Schools (Aug 18, 2021)
https://www.w3schools.com/php/php_form_complete.asp
• Introduction to PHP form processing - PHP Tutorial (Aug 18, 021)
https://www.phptutorial.net/php-tutorial/php-form/
• Conditionals and Logic in PHP (Aug 18, 2021)
https://www.codecademy.com/learn/learn-php/modules/conditionals-logicphp/cheatsheet

Creating an HTML Form
• Handling an HTML form with PHP is an important process in any dynamic
web site.
• Two steps are involved:
• First you create the HTML form itself, and
• Then you create the corresponding PHP script that will receive and process the form
data.

• An HTML form is created using the form tags and various elements for
taking input. The form tags look like:

<form
الصفحة الي حيترسل عليها البيانات
“بوست “ النو حيرسل بيانات
action="script.php"
method="post">
</form>
• In terms of PHP, the most important attribute of your form tag is action, which
dictates to which page the form data will be sent.
• The method attribute of a form dictates how the data is sent to the handling page

Steps to Create an HTML Form
• Begin a new HTML document in your text editor or IDE, to be named
form.html and place the following code inside of it
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
صيغة التنسيق
5 <title>Simple HTML Form</title>
6 <style type="text/css">
7 label {
الليبل يهتم بشكل العناوين
8 font-weight: bold;
9 color: #300ACC;
10 }
11 </style>
12 </head>
13 <body>
14 <!-- Script 2.1 - form.html -->
15
16 <form action="handle_form.php" method="post">
17 <fieldset><legend>Enter your information in the form below:</legend>

Steps to Create an HTML Form
18
19 <p><label>Name: <input type="text" name="name" size="20"
maxlength="40"></label></p>
20
21 <p><label>Email Address: <input type="email" name="email"
size="40" maxlength="60">
22 </label></p>
23 <p><label for="gender">Gender: </label><input type="radio"
name="gender" value="M"> Male
24 <input type="radio" name="gender" value="F"> Female</p>
25
26 <p><label>Age:
27 <select name="age">
28 <option value="0-29">Under 30</option>
29 <option value="30-60">Between 30 and 60</option>
30 <option value="60+">Over 60</option>
31 </select></label></p>

Steps to Create an HTML Form
32
33 <p><label>Comments: <textarea name="comments" rows="3"
cols="40"></textarea></label>
34 </p>
35
36 </fieldset>
37
38 <p align="center"><input type="submit" name="submit"
value="Submit My Information"></p>
39
40 </form>
41
42 </body>
43 </html>

Steps to Create an HTML Form

Handling an HTML Form
• Now that the HTML form has been created, it’s time to write a bare-bones
PHP script to handle it.
• To say that this script will be handling the form means that the PHP page will do
something with the data it receives (which is the data the user entered in the form).
In this chapter, the

• Scripts will simply print the data back to the browser.
• In later examples, form data will be stored in a MySQL database, compared against
previously stored values, sent in emails, and more.

• The beauty of PHP—and what makes it so easy to learn and use—is how
well it interacts with HTML forms.
• PHP scripts store the received information in special variables. For
example, say you have a form with an input defined like so:
<input type="text" name="city">

Handling an HTML Form
• Whatever the user types into that input will be accessible via a PHP
variable named $_REQUEST[‘city’].
• It is very important that the spelling and capitalization match exactly! PHP
is case-sensitive when it comes to variable names,
• So $_REQUEST[‘city’] will work, but $_REQUEST[‘city’] and
$_REQUEST[‘city’] will have no value.

• This next example will be a PHP script that handles the already-created
HTML form. This script will assign the form data to new variables

Step to handle an HTML form:
• Begin a new PHP document in your text editor or IDE, to be named
handle_form.php, starting with the HTML
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Form Feedback</title>
6 </head>
7 <body>
8 <?php # Script 2.2 - handle_form.php
9 // Create a shorthand for the form data:
10 $name = $_REQUEST['name'];
11 $email = $_REQUEST['email'];
12 $comments = $_REQUEST['comments'];
13 /* Not used:
14 $_REQUEST['age']
15 $_REQUEST['gender']
16 $_REQUEST['submit']

Steps to handle an HTML form:
17
18
19
20
21
22
23
24
25
26
27

*/
// Print the submitted information:
echo "<p>Thank you, <strong>
$name</strong>, for the following
comments:</p>
<pre>$comments</pre>
<p>We will reply to you at <em>$email</em>.</p>\n";
?>
</body>
</html>

Steps to handle an HTML form:
• Save the file as handle_form.php and place it in the same web
directory as form.html.
• Test both documents in your browser by loading form.html through a
URL (http://localhost/form.html) and then filling out and submitting the
form.

Steps to handle an HTML form:
• The script should display results like this.

Steps to handle an HTML form:
• Because the PHP script must be run through a URL (see Chapter 1), the
form must also be run through a URL. Otherwise, when you go to submit
the form, you’ll see PHP code instead of the proper result

Form Elements to PHP
Variables

• Following the rules outlined before, the data entered into the first form input, which
is called name, will be accessible through the variable $_REQUEST[‘name’] (Table
2.1).
• The data entered into the email form input, which has a name value of email, will be
accessible through $_REQUEST[‘email’].
• The same applies to the comments data. Again, the spelling and capitalization of your
variables here must exactly match the corresponding name values in the HTML form.
• Element Name Variable Name

Conditionals and Operators
• PHP’s three primary terms for creating conditionals are if, else, and elseif.
• Every conditional begins with an if clause:
if (condition) {
// Do something!
}

• An if can also have an else clause:
if (condition) {
// Do something!
} else {
// Do something else!
}

• An elseif clause allows you to add more conditions:
if (condition1) {
// Do something!
} elseif (condition2) {
// Do something else!
} else {
// Do something different!
}

Conditionals and Operators
• If a condition is true, the code in the following braces ({}) will be executed. If not, PHP
will continue on.
• If there is a second condition (after an elseif), that will be checked for truth. The
process will continue—you can use as many elseif clauses as you want—until PHP
hits an else, which will be automatically executed at that point, or until the
conditional terminates without an else.
• For this reason, it’s important that the else always come last and be treated as
the default action unless specific criteria—the conditions—are met.

Conditionals and Operators
• A condition can be true in PHP for any number of reasons. To start, these are true
conditions:
• $var, if $var has a value other than 0, an empty string, FALSE, or NULL
• isset($var), if $var has any value other than NULL, including 0, FALSE, or an empty
string
• TRUE, true, True, etc.
تاكد انك عرفت املتغير وقيمتو التساوي
null

• In the second example, a new function, isset(), is introduced. This function checks if a
variable is “set,” meaning that it has a value other than NULL (as a reminder, NULL is
a special type in PHP, representing no set value).

Comparative and Logical
Operators
• You can also use the comparative
and logical operators (Table 2.2) in
• conjunction with parentheses to
make more complicated
expressions.

To use conditionals:
• Open handle_form.php in your text editor or IDE, if it is not already.
• Before the echo statement, add a conditional that creates a $gender variable.

• This is a simple and effective way to validate a form input (particularly a radio button, check
box, or select). If the user checks either gender radio button, then $_REQUEST['gender'] will
have a value, meaning that the condition isset($_REQUEST['gender']) is true.
• In such a case, the shorthand version of this variable—$gender—is assigned the value of
$_REQUEST['gender’], repeating the technique used with $name, $email, and $comments.
• If the user does not click one of the radio buttons, then this condition is not true, and
$gender is assigned the value of NULL, indicating that it has no value.
• Notice that NULL is not in quotes.

To use conditionals:
• After the echo statement, add
another conditional that prints a
message based upon $gender’s value:

• This if-elseif-else conditional looks at the value of the $gender variable and prints a different
message for each possibility.
• It’s very important to remember that the double equals sign (= =) means equals, whereas a
single equals sign (=) assigns a value.
• The distinction is important because the condition $gender = = 'M' may or may not be true,
but $gender = 'M' will always be true.
• Also, the values used here—M and F—must be exactly the same as those in the HTML form
(the values for each radio button). Equality is a case sensitive comparison with strings, so m
will not equal M.

To use conditionals:
• Save the file, place it in your Web directory, and test it in your Web browser A, B
and C

To use conditionals:

To use conditionals:

To use conditionals (Complete
code)
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Form Feedback</title>
6 </head>
7 <body>
8 <?php # Script 2.2 - handle_form1.php
9 // Create a shorthand for the form data:
10 $name = $_REQUEST['name'];
11 $email = $_REQUEST['email'];
12 $comments = $_REQUEST['comments'];
13 /* Not used:
14 $_REQUEST['age']
15 $_REQUEST['gender']
16 $_REQUEST['submit']
17 */
18 // Create the $gender variable:
19 if (isset($_REQUEST['gender'])) {
20 $gender = $_REQUEST['gender'];
21 } else {

To use conditionals (Complete
code)
22 $gender = NULL;
23 }
24 // Print the submitted information:
25 echo "<p>Thank you, <strong>
26 $name</strong>, for the following comments:</p>
27 <pre>$comments</pre>
28 <p>We will reply to you at
<em>$email</em>.</p>\n";
29
30 // Print a message based upon the gender value:
31 if ($gender == 'M') {
32 echo '<p><b>Good day, Sir!</b> </p>';
33 } elseif ($gender == 'F') {
34 echo '<p><b>Good day, Madam! </b></p>';
35 } else { // No gender selected.
36 echo '<p><b>You forgot to enter your
gender!</b></p>';
37 }
38 ?>
39 </body>
40 </html>

Comparative and Logical Operators
- TIPS
1. Although PHP has no strict formatting rules, it’s standard procedure
and good programming form to make it clear when one block of code is
a subset of a conditional. Indenting the block is the norm.
2. You can—and frequently will—nest conditionals (place one inside
another).
3. The first conditional in this script (the isset()) is a perfect example
of how to use a default value. The assumption (the else) is that
$gender has a NULL value unless the one condition is met: that
$_REQUEST[‘gender’] is set.

Comparative and Logical Operators
- TIPS
4. The braces used to indicate the beginning and end of a
conditional are not required if you are executing only one
statement. I recommend that you almost always use them,
though, as a matter of clarity.
5. Both and and or have two representative operators, with slight
technical differences between them. For no particular reason, I
tend to use && and || instead of and and or.
6. XOR is called the exclusive or operator. The conditional $x xor
$y is true if $x is true or if $y is true, but not both.

Switch
• PHP has another type of conditional, called the switch, best used in place of
a long if-elseif-else conditional. The syntax of switch is:

• The switch conditional compares the value of $variable to the different
cases. When it finds a match, the following code is executed, up until the
break. If no match is found, the default is executed, assuming it exists (it’s
optional).
• The switch conditional is limited in its usage in that it can only check a
variable’s value for equality against certain cases; more complex conditions
cannot be easily checked.

Thank You
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Programming with PHP (Part 2)

Contents
1. The NULL Coalescing Operator
2. Introducing Arrays
3. Superglobal Arrays
4. Creating and Accessing arrays
5. For Loops in PHP
6. While Loops in PHP

Weekly Learning Outcomes
1. Understand how to validate form data in PHP
2. Learn how to define arrays in PHP
3. Learn how to write For and While loops in PHP

Required Reading
•

Chapter 2 in PHP and MySQL for Dynamic Web Sites, Larry Ullman,
Peachpit Press, a division of Pearson Education, 2018, 5th edition

Recommended Reading
• Form Validation in PHP (Aug 18, 2021) https://www.javatpoint.com/formvalidation-in-php
• PHP Arrays (Aug 18, 2021) https://www.w3schools.com/php/php_arrays.asp
• PHP Loop: For, ForEach, While, Do While [Example] (Aug 18, 2021)
https://www.guru99.com/php-loop.html

Validating Form Data
• A critical concept related to handling HTML forms is that of validating form
data.
• In terms of both error management and security, you should absolutely never trust
the data being submitted by an HTML form. Whether erroneous data is purposefully
malicious or just unintentionally inappropriate, it’s up to you—the web architect—
to test it against expectations.

• Validating form data requires the use of conditionals and any number of
functions, operators, and expressions.
• One standard function to be used is isset(), which tests if a variable has a
value (including 0, FALSE, or an empty string, but not NULL). You saw an
example of this in the preceding script.

Validating Form Data
• One issue with the isset() function is that an empty string tests as true,
meaning that isset() is not an effective way to validate text inputs and text
boxes from an HTML form.
• To check that a user typed something into textual elements, you can use
the empty() function. It checks if a variable has an empty value: an empty
string, 0, NULL, or FALSE.
• The first aim of form validation is seeing if something was entered or
selected in form elements.

Validating Form Data
• The second goal is to ensure that submitted data is of the right type
(numeric, string, etc.), of the right format (like an email address), or a
specific acceptable value (like $gender being equal to either M or F).
• Since handling forms is a main use of PHP, validating form data is a point
that will be reemphasized time and again in subsequent chapters.
• But first, let’s create a new handle_form.php to make sure variables have
values before they’re referenced.

The NULL Coalescing Operator
• New in PHP 7 is the NULL coalescing operator (??), which simplifies
checking whether a variable is set. Take this common construct:
if (isset($_REQUEST['gender'])) {
$gender = $_REQUEST['gender’];
} else {
$gender = NULL;
}

• In PHP 7, this could be more succinctly written as:
$gender = $_REQUEST['gender'] ?? NULL;

• The meaning is the same: if $_REQUEST[‘gender’] has a value, assign that
value to $gender; otherwise, assign NULL to $gender.

Steps to validate your forms:
1. Begin a new PHP script in your
text editor or IDE, to be named
handle_form2.php, starting
with the initial HTML
2. Within the HTML head, add
some CSS code:

<!doctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Form Feedback</title>
</head>
<body>
<style type="text/css"
title="text/css" media="all">
.error {
font-weight: bold;
color: #C00;
}
</style>

• This code defines one CSS class, called error. Any HTML element that has
this class name will be formatted in a bold red color (which will be more
apparent in your browser than in this black-and-white book).

Steps to validate your forms:
3. In the PHP block, check if the if (!empty($_REQUEST['name'])) {
$name = $_REQUEST['name'];
name was entered:
} else {
$name = NULL;
echo '<p class="error">You
forgot to enter your name!</p>';
}

• A simple way to check that a form text input was filled out is to use
the empty() function. If $_REQUEST[‘name’] has a value other
than an empty string, 0, NULL, or FALSE, assume that their name
was entered and a shorthand variable is assigned that value.
• If $_REQUEST[‘name’] is empty, the $name variable is set to
NULL and an error message is printed. This error message uses
the CSS class.

Steps to validate your forms:
4. Repeat the same process for the email address and comments:
if (!empty($_REQUEST['email'])) {
$email = $_REQUEST['email'];
} else {
$email = NULL;
echo '<p class="error">You
forgot to enter your email address!</p>';
}
if (!empty($_REQUEST['comments'])) {
$comments = $_REQUEST['comments'];
} else {
$comments = NULL;
echo '<p class="error">You forgot to enter your comments!</p>’;
}

• Both variables receive the same treatment as $_REQUEST[‘name’]
in Step 3.

Steps to validate your forms:
5. Begin validating the gender variable:
if (isset($_REQUEST['gender'])) {
$gender = $_REQUEST['gender'];

• The validation of the gender is a two-step process.
• First, check if it has a value or not, using isset(). This starts the main if-else
conditional, which otherwise behaves like those for the name, email address, and
comments.

6. Check $gender against specific values:

if ($gender == 'M') {
$greeting = '<p><strong>Good day, Sir!</strong></p>';
} elseif ($gender == 'F') {
$greeting = '<p><strong>Good day, Madam!</strong></p>';
} else { // Unacceptable value.
$gender = NULL;
echo '<p class="error">Gender should be either "M" or "F"!</p>';
}

Steps to validate your forms:
7. Complete the main gender if-else conditional:
} else { // $_REQUEST['gender’]
is not set.
$gender = NULL;
echo '<p class="error">You
forgot to select your gender!
</p>';
}
• This else clause applies if $_REQUEST [‘gender’] is not set. The complete, nested
conditionals (see lines 41–57 of Script 2.4) successfully check every possibility:
• $_REQUEST[‘gender’] is not set
• $_REQUEST[‘gender’] has a value of M
• $_REQUEST[‘gender’] has a value of F
• $_REQUEST[‘gender’] has some other value

Steps to validate your forms:
8. Print messages indicating the validation results:

if ($name && $email && $gender && $comments) {
echo "<p>Thank you, <strong> $name</strong>, for the
following comments:<br> <pre>$comments</pre></p> <p>We
will reply to you at <em>$email</em>.</p>\n";
echo $greeting;
} else { // Missing form value.
echo '<p class="error">Please go back and fill out the
form again.</p>’;
}

• The main condition is true if every listed variable has a true value. Each
variable will have a value if it passed its test but have a value of NULL if it
didn’t. If every variable has a value, the form was completed, so the
Thank you message will be printed, as will the gender-specific greeting. If
any of the variables are NULL, the second message will be printed (A and
B ).

Steps to validate your forms:

Steps to validate your forms:

Steps to validate your forms:
9. Close the PHP section and complete the HTML page:
?>
</body>
</html>
10. Save the file as handle_form2.php, place it in the same web directory
as form2.html, and test it in your browser.
• Fill out the form to different levels of completeness to test the new script
C.

Steps to validate your forms:

Validate your forms (Complete PHP
Script)
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Form Feedback</title>
6 </head>
7 <body>
8 <?php # Script 2.2 - handle_form2.php
9 // Validate the name:
10 if (!empty($_REQUEST['name'])) {
11 $name = $_REQUEST['name'];
12 } else {
13 $name = NULL;
14 echo '<p class="error"> You forgot to enter your name!</p>';
15 }
16 // Validate the email:
17 if (!empty($_REQUEST['email'])) {
18 $email = $_REQUEST['email'];
19 } else {
20 $email = NULL;
21 echo '<p class="error">You forgot to enter your email address!</p>';
22 }

Validate your forms (Complete PHP
Script)
23 // Validate the comments:
24 if (!empty($_REQUEST['comments'])) {
25 $comments = $_REQUEST['comments'];
26 } else {
27 $comments = NULL;
28 echo '<p class="error">You forgot to enter your
comments!</p>';
29 }
30 // Validate the gender:
31 if (isset($_REQUEST['gender'])) {
32 $gender = $_REQUEST['gender'];
33 if ($gender == 'M') {
34 $greeting = '<p><strong>Good day, Sir!</strong></p>';
35 } elseif ($gender == 'F') {
36 $greeting = '<p><strong>Good day, Madam!</strong></p>';
37 } else { // Unacceptable value.
38 $gender = NULL;
39 echo '<p class="error">Gender should be either "M" or "F"!
</p>';
40 }

Validate your forms (Complete PHP
Script)
41 } else { // $_REQUEST['gender'] is not set.
42 $gender = NULL;
43 echo '<p class="error">You forgot to select your gender!</p>';
44 }
45 // If everything is OK, print the message:
46 if ($name && $email && $gender && $comments) {
47 echo "<p>Thank you, <strong>$name </strong>, for the following comments:</p>
<pre>$comments</pre>
48 <p>We will reply to you at <em>$email </em>.</p>\n";
49 echo $greeting;
50 } else { // Missing form value.
51 echo '<p class="error">Please go back and fill out the form again.</p>';
52 }
53 ?>
54 </body>
55 </html>

Introducing Arrays
• Chapter 1 introduced two scalar (single-valued) variable types:
strings and numbers. Now it’s time to learn about another type: the
array. Unlike strings and numbers, an array can hold multiple
separate pieces of information. An array is therefore like a list of
values, each value being a string or a number or even another
array.
• Arrays are structured as a series of key-value pairs, where one pair
is an item or element of that array. For each item in the list, there is
a key (or index) associated with it

Introducing Arrays
• An array follows the same naming rules as any other variable. This
means that, offhand, you might not be able to tell that $var is an array
as opposed to a string or number.
• The important syntactical difference arises when accessing individual array
elements.

• To refer to a specific value in an array, start with the array variable
name, followed by the key within brackets:
• $var1 = $var[0]; // a
• However, printing an individual element’s value is simple if it uses
indexed (numeric) keys:
• echo "The first letter is $var[0]."; // print
letter a

Superglobal Arrays
• PHP includes several predefined arrays called the superglobal
variables. They are $_GET, $_POST, $_REQUEST, $_SERVER,
$_ENV, $_SESSION, and $_COOKIE.
• The $_GET variable is where PHP stores all of the values sent to a PHP
script via the GET method.
• $_POST stores all of the data sent to a PHP script from an HTML form that
uses the POST method.
• Both of these—along with $_COOKIE—are subsets of $_REQUEST, which
you’ve been using.

• $_SERVER, which was used in Chapter 1, stores information about
the server PHP is running on, as does $_ENV. $_SESSION and
$_COOKIE will both be discussed in Chapter 12, “Cookies and
Sessions.”

Creating arrays:
• You can define your own array by add an element at a time to build
one:
$days[] = ‘Sun’;
$days[] = ‘Mon’;
$days[] = ‘Tue’;
• As arrays are indexed starting at 0, $days[0] has a value of Sun;
$days[1], Mon; and $days[2], Tue.
• Instead of adding one element at a time, you can use the array()
function to build an entire array in one step:
$days = array (‘Sun’, ‘Mon’, ‘Tue’)
echo $days[3]; // Tue

Accessing entire arrays
• To access every array element, use the foreach loop:
foreach ($days as $d) {
// Do something with $d.
}
• The foreach loop will iterate through every element in $days,
assigning each element’s value to the $d variable.

Create and access arrays:
1 <!DOCTYPE html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Dynamically Generate Select Dropdowns</title>
6 </head>
7 <body>
8 <form>
9 <select>
10 <option selected="selected">Choose one</option>
11 <?php
12 // A sample product array
13 $products = array("Mobile", "Laptop", "Tablet", "Camera");
14
15 // Iterating through the product array
16 foreach($products as $item){
17 echo "<option value='strtolower($item)'>$item</option>";
18 }
19 ?>
20 </select>
21 <input type="submit" value="Submit">
22 </form>
23 </body>
24 </html>

For and While Loops
• You’ve already used one, foreach, to access every element in an
array. The other two types of loops you’ll use are for and while.
• The while loop looks like this:
Initial value
while (condition is true) {

// code to be executed;

}

$x = 1;
while($x <= 5) {
echo "The number is: $x <br>";
$x++;
}

• As long as the condition part of the loop is true, the loop will be
executed. Once it becomes false, the loop is stopped .
• If the condition is never true, the loop will never be executed.
• The while loop will most frequently be used when retrieving results
from a database.

For and While Loops
• The for loop has a more complicated syntax:

for (initialize; condition; increment){

// code to be executed;

}
for ($x = 0; $x <= 10; $x++) {
echo "The number is: $x <br>";
}

• Upon first executing the loop, the initial expression is run. Then the
condition is checked and, if true, the contents of the loop are
executed.
• After execution, the closing expression is run and the condition is
checked again.
• This process continues until the condition is false

Steps to use loops:
• Create calendar.php (refer to Script below) in your text editor or
1 IDE.
<!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Calendar</title>
6 </head>
7 <body>
8 <form action="calendar.php" method="post">
9 <?php # Script 2.9 - calendar.php #2
10
11 // This script makes three pull-down menus
12 // for an HTML form: months, days, years.
13 // Make the months array:
14 $months = [1 => 'January', 'February', 'March', 'April',
'May', 'June', 'July', 'August', 'September', 'October',
'November', 'December'];

Steps to use loops:
• Using for, the $day variable is initially set to 1. As long as $day is
less than or equal to 31, the loop will be executed. Within the loop,
the echo statement is run.
15
16
17
18
19
20
21
22
23
24
25
26
27
28

// Make the months pull-down menu:
echo '<select name="month">';
foreach ($months as $key => $value) {
echo "<option value=\"$key\">$value</option>\n";
}
echo '</select>';
// Make the days pull-down menu using FOR:
echo '<select name="day">';
for ($day = 1; $day <= 31; $day++) {
echo "<option value=\"$day\">$day</option>\n";
}
echo '</select>';

Steps to use loops:
• Using while, the $year variable is initially set to 2017. As long as
$year is less than or equal to 2027, the loop will be executed.
Within the loop, the echo statement is run.
29
30
31
32
33
34
35
36
37
38
39
40

// Make the years pull-down menu using WHILE:
echo '<select name="year">';
$year = 2017;
while ($year <= 2027) {
echo "<option value=\"$year\">$year</option>\n";
$year++;
}
echo '</select>';
?>
</form>
</body>
</html>

Steps to use loops (Tip)
• When using loops, watch your parameters and conditions to avoid
the dreaded infinite loop, which occurs when a loop’s condition is
never going to be false.

Thank You
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Creating Dynamic Website

Contents
1. Absolute vs. Relative paths
2. Site structure
3. Handling HTML forms
4. Making sticky forms
5. Creating your own functions
6. Setting default argument values
7. Variable scope

Weekly Learning Outcomes
1.
2.
3.
4.

Understand how to include multiple files in PHP
Learn how to handle HTML forms
Learn how to make sticky Forms
Understand how to create your own functions in PHP

Required Reading
•

Chapter 3 in PHP and MySQL for Dynamic Web Sites, Larry Ullman,
Peachpit Press, a division of Pearson Education, 2018, 5th edition

Recommended Reading
• PHP Include Files (Aug 18, 2021)
https://www.w3schools.com/PhP/php_includes.asp
• PHP sticky Form (Aug 18, 2021) https://www.plus2net.com/php_tutorial/phpsticky-form.php
• PHP Functions (Aug 18, 2021) https://www.w3schools.com/php/php_functions.asp

Creating Dynamic Web Sites
• Dynamic web sites, as opposed to the static ones on which the web
was first built, are easier to maintain, are more responsive to users,
and can alter their content in response to differing situations.
• The first subject involves using external files. This is an important
concept, as more complex sites often demand compartmentalizing
some HTML or PHP code.

Including Multiple Files
• To this point, every script in the book has consisted of a single file
containing all of the required HTML and PHP code.
• But as you develop more complex web sites, you’ll see that this
approach is often not practical.
• A better way to create dynamic web applications is to divide your
scripts and web sites into distinct parts, each part being stored in its
own file.
• Frequently, you will use multiple files to extract the HTML from the
PHP or to separate out commonly used processes.

Including Multiple Files
• PHP has four functions for incorporating external files: include(),
include()_once(), require(), and require_once().
• To use them, your PHP script would have a line like
include_once('filename.php’);
require('/path/to/filename.html');

Including Multiple Files
• The include() and require() functions are exactly the same when
working properly but behave differently when they fail.
• If an include() function doesn’t work (it cannot include the file for some
reason), a warning will be printed to the browser , but the script will continue
to run (See A).
• If require() fails, an error is printed and the script is halted (see B).

• Both functions also have a *_once() version, which guarantees that
the file in question is included only once regardless of how many
times a script may—presumably inadvertently—attempt to include it.
require_once('filename.php’);
include_once('filename.php');

Including Multiple Files

Including Multiple Files

Absolute vs. Relative Paths
• When referencing any external item, be it an included file in PHP, a
CSS document in HTML, or an image, you have the choice of using
either an absolute or a relative path. An absolute file path references
a file starting from the root directory of the computer:
include ('C:/php/includes/file.php’);
• Assuming file.php exists in the named location, the inclusion will
work, no matter the location of the referencing—parent—file, barring
any permissions issues.
• Absolute paths always start with something like C:/

Absolute vs. Relative Paths
• A relative path uses the referencing—parent—file as the starting
point.
• To move up one folder, use two periods together.
• To move into a folder, use its name followed by a slash.
• So assuming the current script is in the www/ex1 folder and you
want to include something in www/ex2, the code would be:
include('../ex2/file.php');

Site Structure
• When you begin using multiple files in your web applications, the
overall site structure becomes more important.
• When laying out your site, you must take into account two primary
considerations:
1. Ease of maintenance
2. Security

Handling HTML Forms,
Revisited
• good portion of Chapter 2, “Programming with PHP,” involves
handling HTML forms with PHP; this makes sense, as a good portion
of web programming with PHP is exactly that.
• All of those examples use two separate files: one that displays the
form and another that receives its submitted data.
• Although there’s certainly nothing wrong with this approach, there
are advantages to putting the entire process into one script.
• To have one page both display and handle a form, a conditional
must check which action—display or handle—should be taken:
if (/* form has been submitted */) {
// Handle the form.
} else {
// Display the form.
}

Handling HTML Forms,
Revisited
• The question, then, is how to determine if the form has been
submitted?
• When you have a form that uses the POST method and gets
submitted back to the same page, two different types of requests will
be made of that script .
• The first request, which loads the form, will be a GET request. This is the
standard request made of most pages.
• When the form is submitted, a second request of the script will be made, this
time a POST request (assuming the form uses the POST method).

Handling HTML Forms,
Revisited
• Hence, you can test for a form’s submission by checking the request
method, found in the $_SERVER array:
if ($_SERVER['REQUEST_METHOD'] == 'POST') {
// Handle the form.
} else {
// Display the form.
}
• If you want a page to handle a form and then display it again (e.g., to
add a record to a database and then give an option to add another),
drop the else clause.
• Using that code, a script will handle a form if it has been submitted
and display the form every time the page is loaded.

Handling HTML Forms,
Revisited

Steps to handle HTML forms:
• Begin a new PHP document in your text editor or IDE, to be named
calculator.php (Script 3.5).
• The calculator.php script both displays a simple form and handles the form
data; it performs some calculations and reports on the results.
• To demonstrate having the same page both display and handle a form, let’s
create a calculator that estimates the cost and time required to take a car trip,
based on user-entered values.

Steps to handle HTML forms:
1 <?php # Script 3.5 - calculator.php
2 $page_title = 'Trip Cost Calculator';
3
4 // Check for form submission:
5 if ($_SERVER['REQUEST_METHOD'] == 'POST') {
6
7 // Minimal form validation:
8 if (isset($_POST['distance'], $_POST['gallon_price’], $_POST['efficiency']) &&
9 is_numeric($_POST['distance']) && is_numeric($_POST['gallon_price']) &&
10 is_numeric($_POST['efficiency']) ) {
11
12 // Calculate the results:
13 $gallons = $_POST['distance'] / $_POST['efficiency'];
14 $dollars = $gallons * $_POST['gallon_price'];
15 $hours = $_POST['distance'];
16

Steps to handle HTML forms:
17 // Print the results:
18 echo '<div class="page-header"><h1>Total Estimated Cost</h1></div>
19 <p>The total cost of driving ' . $_POST['distance'] . ‘ miles, averaging ' .
20 $_POST['efficiency'] . ' miles per gallon, and paying an average of $' .
21 $_POST['gallon_price'] . ' per gallon, is $' .
number_format ($dollars, 2) . '.
22 If you drive at an average of 65 miles per hour, the trip
will take approximately '.
23 number_format($hours, 2) . ' hours.</p>';
24
25 } else { // Invalid submitted values.
26 echo '<div class="page-header"><h1>Error!</h1></div>
27 <p class="text-danger">Please enter a valid distance,
price per gallon, and fuel efficiency.</p>';
28 }
29 } // End of main submission IF.
30
31 // Leave the PHP section and create the HTML form:
32 ?>

Steps to handle HTML forms:
33 <div class="page-header"><h1>Trip Cost Calculator</h1></div>
34 <form action="calculator.php" method="post">
35 <p>Distance (in miles): <input type="number"
name="distance"></p>
36 <p>Ave. Price Per Gallon: <input type="radio"
name="gallon_price" value="3.00"> 3.00
37 <input type="radio" name="gallon_price" value="3.50"> 3.50
38 <input type="radio" name="gallon_price" value="4.00"> 4.00
39 </p>
40 <p>Fuel Efficiency: <select name="efficiency">
41 <option value="10">Terrible</option>
42 <option value="20">Decent</option>
43 <option value="30">Very Good</option>
44 <option value="50">Outstanding</option>
45 </select></p>
46 <p><input type="submit" name="submit"
value="Calculate!"></p>
47 </form>
48
49

Steps to handle HTML forms:
• Write the conditional that checks for a form submission:
if ($_SERVER['REQUEST_METHOD'] == 'POST’) {

• As suggested already, checking if the page is being requested via
the POST method is a good test for a form submission (so long as
the form uses POST).

Steps to handle HTML forms:
• Validate the form:
if (isset($_POST['distance’], $_POST['gallon_price’],

$_POST['efficiency']) &&
is_numeric($_POST['distance']) &&
is_numeric($_POST['gallon_price’]) &&
is_numeric($_POST['efficiency']) ) {

• The validation here is very simple: it merely checks that three
submitted variables are set and are all numeric types.
• If the validation passes all the tests, the calculations will be made;
otherwise, the user will be asked to try again.

Steps to handle HTML forms:
• Perform the calculations:
$gallons = $_POST['distance’] /
$_POST['efficiency’];
$dollars = $gallons * $_POST ['gallon_price’];
$hours = $_POST['distance']/65;

• The first line calculates the number of gallons of gasoline the trip will
take, determined by dividing the distance by the fuel efficiency.
• The second line calculates the cost of the fuel for the trip,
determined by multiplying the number of gallons times the average
price per gallon.
• The third line calculates how long the trip will take, determined by
dividing the distance by 65 (representing 65 miles per hour).

Steps to handle HTML forms:
• Print the results:
• All of the values are printed
out while formatting the cost
and hours with the
number_format() function.
• Using the concatenation
operator (the period) allows
the formatted numeric
values to be appended to
the printed message.

Steps to handle HTML forms:
• Complete the conditionals and close
the PHP tag:
• The else clause completes the
validation conditional, printing an
error if the three submitted values
aren’t all set and numeric C.
• The final closing curly brace closes
the
isset($_SERVER[‘REQUEST_MET
HOD’] == ‘POST’) conditional.
• Finally, the PHP section is closed so
that the form can be created without
using echo.

Steps to handle HTML forms:

Steps to handle HTML forms:
• Save the file as calculator.php, place it in your web directory, and
test it in your browser .

Sticky form
• A sticky form is simply a standard HTML form that remembers how
you filled it out.
• This is a particularly nice feature for end users, especially if you are
requiring them to resubmit a form.
• Sticky inputs are auto-filling inputs after submitting.
• It is pretty easy to make our form sticky. We need to echo the
submitted name and email as the value attribute of the input fields.
• See example in:
• https://tutorials.supunkavinda.blog/php/forms-sticky

Creating Your Own Functions
• PHP has a lot of built-in functions, addressing almost every need
you might have. More importantly, though, PHP has the capability
for you to define and use your own functions for whatever purpose.
• The syntax for making your own function is:
function function_name() {
// Function code.
}
• The name of your function can be any combination of letters,
numbers, and the underscore, but it must begin with either a letter
or the underscore.
• You also cannot use an existing function name for your function
(print, echo, isset, and so on).
• In PHP, as mentioned in the first chapter, function names are caseinsensitive (unlike variable names)

Creating Your Own Functions
• Example (Function with no arguments):

Creating Your Own Functions
• Example (Function with arguments):

Creating Your Own Functions
• Example (Function with return value):

Creating Your Own Functions
• Example (Function with default value):

Variable Scope
• In PHP, variables can be declared anywhere in the script.
• The scope of a variable is the part of the script where the variable
can be referenced/used.
• PHP has three different variable scopes:
• local
• global
• static

Global Scope
• A variable declared outside a function has a GLOBAL SCOPE
and can only be accessed outside a function:

Local Scope
• A variable declared within a function has a LOCAL SCOPE and
can only be accessed within that function:

PHP static Keyword
• Normally, when a function is completed/executed, all of its variables are
deleted.
• However, sometimes we want a local variable NOT to be deleted. We need it
for a further job.
• To do this, use the static keyword when you first declare the variable:

Thank You
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Week 7
Introduction to MySQL

Contents
1.
2.
3.
4.
5.

Introduction to MySQL
Naming Database Elements
Choosing Your Column Types
Choosing Other Column Properties
Accessing MySQL

Weekly Learning Outcomes
1. Learn the basic concepts of MySQL
2. Explain the advantages of using MySQL
3. Define databases using MySQL

Required Reading
Chapter 4: Introduction to MySQL
(PHP and MySQL for Dynamic Web Sites, by Larry Ullman,
Peachpit Press, a division of Pearson Education, 5th
edition)
Recommended Readings
Reference book: Chapter 18 (Internet and World Wide Web How To Program by Deitel & Deitel, 5th Ed)
Introduction to MySQL: http://www.di.uniba.it/~cdamato/corsi/BasiDiDati-Materiale/Intro%20a%20MySQL.pdf
MySQL: https://www.w3schools.com/mysql/default.asp

This Presentation is mainly dependent on the textbook: PHP and MySQL for Dynamic Web Sites, by Larry Ullman, Peachpit Press, a division of Pearson Education, 5th edition

• Introduction to MySQL

Database
 Structured collection of data
• Tables
• Fields
• Query
• Reports

 Essentially a much more sophisticated implementation
of the flat files.

Relational Database
 Stores data in separate tables instead of a single store.
 Relationships between tables are made.
 In theory, this provides a faster and more flexible database
system.
 Examples:
• We wish to maintain a database of student names, IDs,
addresses, and other information.
•
Will be updated frequently with new student
information.
•
Will want to retrieve records based on some predicate.
•

•

E.g., ‘Select all students of IT405 in Riyadh branch’.

Will want to update database with new information
about students, not previously recorded.
•

E.g., We want to include ID nos.

MySQL Database
 World's most popular open source database because of
its consistent fast performance, high reliability and ease
of use.
 Open Source License:- free
• GNU General Public License
• Free to modify and distribute but all modification
must be available in source code format


Commercial activities are not free
• Fully paid up professional support
 The MySQL software comes with the database server
that stores the actual data, different client applications
for interacting with the database server, and several
utilities.

Database Management System (DBMS)
 DBMS manages the storage and retrieval of data to
and from the database and hides the complexity of
what is actually going on from the user.
Database

Database
Management
System

User

 MySQL is a relational database management system

Client - Server Databases
 Database Server is a separate process running on a host.
 Clients can run on any machine.
 Many programs may be clients using a standard API.

"mysql" utility

Server
(mysqld)

PHP-based
Application

server controls
access to
database

Excel client

Client side

Server side

Managing MySQL
 To manage a MySQL server, you need an administrator
account (root) and administration tool:
•

mysqladmin - command line tool

•

MySQL Administrator - part of MySQL Workbench

 Other Tools:
• phpMyAdmin - Web-based admin tool, open source
• Webmin - another Web-based admin tool, for Linux

MySQL Administrator
Connection Dialog

Easy to use GUI interface.

Main Window, "Catalogs" view

MySQL Users
What identifies a user?


"student" on local machine may not be the same
person as "student" on a specific website.



Even if "student" is the same, you may want to
assign different privileges to local and network
logins.

MySQL identifies users as: username@hostname
For example:
1.
2.
3.

student@localhost
student@% (any host)
hacker@10.1.2.3

Creating a User


Easy way: use MySQLAdmin or phpMyAdmin.



Command line (MySQL 5.0):
mysql> CREATE USER 'user1'@'localhost'
IDENTIFIED BY 'secret';
mysql> CREATE USER 'user1'@'%.ku.ac.th'
IDENTIFIED BY 'secret2';
mysql> CREATE USER 'user1'@'%'
IDENTIFIED BY 'hackme';

Managing Users and Permissions


Give "guest" permission to view the World database:
sql> GRANT SELECT ON world.* TO guest;



Allow "student" to insert/edit records in the City table:
sql> GRANT INSERT,UPDATE ON world.City TO student;



All "student" to modify the population field of existing
countries (but not add new countries):
sql> GRANT UPDATE(population) on world.Country
TO student;



Deny all privileges to everything to "hacker":
sql> REVOKE ALL on *.* TO Hacker;

GRANT / REVOKE Syntax
GRANT privilege[(column_list)] [, ... ]

ON { table_name | * | *.* | db_name.* }
TO user [IDENTIFIED BY [PASSWORD] 'password']
[, ... ]

[WITH with_option ... ]

privilege:
SELECT, INSERT, UPDATE, DELETE, REFERENCES,
CREATE, ALTER, DROP, INDEX,
CREATE_VIEW, SHOW_VIEW
with_option
GRANT OPTION:
MAX_USER_CONNECTIONS count
MAX_CONNECTIONS_PER_HOUR count
MAX_QUERIES_PER_HOUR count

GRANT / REVOKE Example (1)
GRANT select,insert,update,delete ON world.*
TO student@'%' IDENTIFIED BY 'secret' ;

 student can query, insert, update, and delete
records in the world database, but he can't change
the database schema or indexing, can't grant
privileges to others.
 This command also creates a student user with
password secret.

GRANT / REVOKE Example (2)
GRANT ALL ON wiki.*
TO 'wikiadmin'@'localhost'

IDENTIFIED BY 'secret’ ;

 Create an admin user for the "wiki" database so that
you can create tables, indices, etc.
 Access allowed only on local machine, not over
network.
 Typical way of setting database permissions for a
web application.

Privileges you can GRANT and REVOKE
Type of Operation
View table data
Add rows to a table
Modify data in a table
Delete rows
Reference a table from another
Drop tables
Create or Alter tables
Index a table by an expression
All privileges

Statement
SELECT
INSERT
UPDATE
DELETE
REFERENCES
DROP
CREATE, ALTER
INDEX
ALL

mysqladmin and mysql
Useful command line tools.
 Change MySQL administrator password.
 Create new database.
 Import data / export data. Backup a database.
 Modify privilege tables.
cmd> mysqladmin
Usage: mysqladmin [OPTIONS] command command....
Where command is a one or more of:
create databasename Create a new database
drop databasename Delete a database and all its tables
flush-tables
Flush all tables
password new-password Change old password to new-password
reload
Reload grant tables
shutdown
Take server down
status
Gives a short status message from server
version
Get version info from server

Create a database
cmd> mysql -h hostname -u root -p
Password: ********
mysql> create database Students;
Query OK, 1 row affected
mysql> use Students;
Database changed
mysql> show tables;
Empty set

Create a table in batch mode
It is easier and more repeatable to put SQL commands in a text
file and process the file using a MySQL client.
(1) Create a text file ("student-schema.sql") containing
commands:
DROP TABLE IF EXISTS 'Students';
CREATE TABLE 'Students' (
`ID` int(11) PRIMARY KEY NOT NULL auto_increment,
`Name` varchar(60) NOT NULL DEFAULT '',
`Telephone` char(12),
`Birthday` date
) DEFAULT CHARSET=utf8;

(2) Use mysql command tool to source the text file:
cmd> mysql -u root -p
mysql> use Student;
mysql> source student-schema.sql;

• Naming Database Elements

Naming Database Elements (1)
 When creating databases and tables, you should
give them some names that are formally called
identifiers.
 They should be clear, meaningful, and easy to type.
 Identifiers naming rules:
1.
2.
3.
4.
5.

Should only contain letters, numbers, and the underscore (no spaces)
Should not be the same as an existing keyword (like an SQL term or a
function name)
Should be treated as case-sensitive
Cannot be longer than 64 characters (approximately)
Must be unique within its realm

Good
policies

Naming Database Elements (2)

To name a database’s elements:
1. Determine the database’s name.
• Just make sure that the database name is unique for your
MySQL server.

2. Determine the table names.
• The table names just need to be unique within this database,
which shouldn’t be a problem. For this example, which stores
user registration information, the only table will be called
users.

3. Determine the column names for each table.
• The users table will have columns to store a user ID, a first
name, a last name, an email address, a password, and the
registration date.

• Choosing Your Column Types

Choosing Your Column Types
When creating a table, MySQL requires that it
should explicitly be stated what sort of
information each column will contain.
There are three primary types, which is true for
almost every database application:
1. Text (aka strings)
2. Numbers
3. Dates and times

Choosing your column types correctly not only
dictates what information can be stored and
how, but also affects the database’s overall
performance.

MySQL Data Types
Type

Size

Description

CHAR[Length]

Length bytes

A fixed-length field from 0 to 255 characters long

VARCHAR[Length]

String length + 1 or 2 bytes

A variable-length field from 0 to 65,535 characters long

TINYTEXT

String length + 1 bytes

A string with a maximum length of 255 characters

TEXT

String length + 2 bytes

A string with a maximum length of 65,535 characters

MEDIUMTEXT

String length + 3 bytes

A string with a maximum length of 16,777,215 characters

LONGTEXT

String length + 4 bytes

A string with a maximum length of 4,294,967,295 characters

TINYINT[Length]

1 byte

Range of –128 to 127 or 0 to 255 unsigned

SMALLINT[Length]

2 bytes

Range of –32,768 to 32,767 or 0 to 65,535 unsigned

MEDIUMINT[Length]

3 bytes

Range of –8,388,608 to 8,388,607 or 0 to 16,777,215 unsigned

INT[Length]

4 bytes

Range of –2,147,483,648 to 2,147,483,647 or 0 to 4,294,967,295 unsigned

BIGINT[Length]

8 bytes

Range of –9,223,372,036,854,775,808 to 9,223,372,036,854,775,807 or 0 to
18,446,744,073,709,551,615 unsigned

FLOAT[Length, Decimals]

4 bytes

A small number with a floating decimal point

DOUBLE[Length, Decimals]

8 bytes

A large number with a floating decimal point

DECIMAL[Length,
Decimals]

Length + 1 or 2 bytes

A DOUBLE stored as a string, allowing for a fixed decimal point

DATE

3 bytes

In the format YYYY-MM-DD

DATETIME

8 bytes

In the format YYYY-MM-DD HH:MM:SS

TIMESTAMP

4 bytes

In the format YYYYMMDDHHMMSS; acceptable range starts in 1970 and ends in the
year 2038

TIME

3 bytes

In the format of HH:MM:SS

ENUM

1 or 2 bytes

Short for enumeration, which means that each column can have one of several
possible values

SET

1, 2, 3, 4, or 8 bytes

Like ENUM except that each column can have more than one of several possible
values

To select the column types
 To select the column types:
1.
2.
3.

Identify whether a column should be a text, number, or
date/time type
Choose the most appropriate subtype for each column
Set the maximum length for text columns

 CHAR vs. VARCHAR
• The primary difference is that anything stored as a CHAR will always
be stored as a string equal to the length of the column. Conversely,
strings stored in a VARCHAR column will require only as much space
as the string itself.
• So the word ‘cat’ in a VARCHAR(10) column requires 4 bytes of space
(the length of the string plus 1), but in a CHAR(10) column, that same
word requires 10 bytes of space.
• However, databases are normally faster when working with fixed-size
columns, which is an argument in favor of CHAR.

• Choosing Other Column Properties

Choosing Other Column
Properties – NOT NULL
 Every column, regardless of type, can be defined
as NOT NULL.
 Ideally, in a properly designed database, every
column of every row in every table should have a
value, but that isn’t always the case.
 To force a field to have a value, add the NOT NULL
description to its column type.
 For example, a required dollar amount can be
described as
cost DECIMAL(5,2) NOT NULL

Choosing Other Column Properties –
Indexes
 An index in a database is a way of requesting that
the database keep an eye on the values of a specific
column or combination of columns (loosely stated).
 The benefit of an index is improved performance
when retrieving records.
 Marginally hindered performance when inserting
records or updating them.

Choosing Other Column Properties –
Keys, and AUTO_INCREMENT
 A key in a database table is integral to the “normalization”
process used for designing more complicated databases.
 There are two types of keys: primary and foreign.
 Each table should have exactly one primary key, and the
primary key in one table is often linked as a foreign key in
another.
 A table’s primary key is an artificial way to refer to a record
and must abide by three rules:
1.
2.
3.

It must always have a value.
That value must never change.
That value must be unique for each record in the table.

 The AUTO_INCREMENT description is also added to the
column to, tell MySQL to use the next-highest number as
the user_id value to a new record.

• Accessing MySQL

Getting MySQL
http://dev.mysql.com/downloads/

Server and client
Query Browser,
Admin Tool
PHP, Java, .Net

Many platforms:
Windows, Linux,
Solaris, Mac OS-X

Accessing MySQL
To create tables, add records, and request
information from a database, you need some
sort of client to communicate with the
MySQL server.
Client applications are:
1.
2.
3.

mysql client
phpMyAdmin
MySQL Workbench (Will not be discussed)

The mysql client
 The mysql client is accessed from a command-line
interface
 Depending on the server (or your computer), you may
need to enter the full path to start the application. For
example (Windows, using XAMPP) :
C:\xampp\mysql\bin\mysql

 For invoking the application, some arguments are used.
The most common arguments are the username,
password, and hostname (computer name, URL, or IP
address) you want to use to connect.
mysql -u username -h hostname -p

 The -p option will cause the client to prompt you for
the password. You can also specify the password on
this line if you prefer—by typing it directly after the -p
prompt—but it will be visible, which is insecure.
 The -h hostname argument is optional, and you can
leave it off unless you cannot connect to the MySQL
server without it.

Using the mysql client
 Make sure that:
1.
2.

The MySQL server must be running.
You have a username and password with proper rights.

 Follow the steps:
1.

Access your system from a command-line interface.
• For Windows, press Windows Key+R, type cmd in the window, and
press Enter (or click OK) to bring up a DOS prompt.

2.

Invoke the mysql client, using the appropriate command.
• /path/to/mysql/bin/mysql –u username -p

3.

Enter the password at the prompt and press Enter.
• If successfully log in, you’ll see a welcome message.

4.

Select the database you want to use.
• Run a USE command to choose the database. E.g., Use test;

5.

Quit out of mysql.
• Type exit or quit to terminate your MySQL session and leave the
mysql client.

6.

Quit the Terminal or DOS console session.
• The command exit will terminate the current session.

phpMyAdmin
 phpMyAdmin (www.phpmyadmin.net) is one of the best and most
popular applications written in PHP.
 Its sole purpose is to provide an interface to a MySQL server.
 It is easier to use than the mysql client but requires a PHP installation.
 It must be accessed through a web browser.

Using phpMyAdmin
 To use phpMyAdmin:
1.

Access phpMyAdmin through your web browser.
• The URL will depend on the situation. If running web sites on your
computer, use http://localhost/phpMyAdmin/
• phpMyAdmin will only work if it’s been properly configured to
connect to MySQL with a valid username/password/hostname
combination.

2.

If possible and necessary, use the list on the left to select a
database to use.
• Selecting a table from the left column changes the options on the
right side of the page.

3.
4.

Click on a table name in the left column to select that table.
Use the tabs and links (on the right side of the page) to
perform common tasks.
• The tabs and links are shortcuts to common SQL commands. For
example, you can use options on the Browse tab to perform a
SELECT query and options on the Insert tab to add new records.

5.

Use the SQL tab to enter SQL commands.

Main Reference
Chapter 4: Introduction to MySQL
(PHP and MySQL for Dynamic Web Sites, by Larry Ullman,
Peachpit Press, a division of Pearson Education, 5th
edition)
Additional References
Reference book: Chapter 18 (Internet and World Wide Web How To Program by Deitel & Deitel, 5th Ed)
Introduction to MySQL: http://www.di.uniba.it/~cdamato/corsi/BasiDiDati-Materiale/Intro%20a%20MySQL.pdf
MySQL: https://www.w3schools.com/mysql/default.asp

This Presentation is mainly dependent on the textbook: PHP and MySQL for Dynamic Web Sites, by Larry Ullman, Peachpit Press, a division of Pearson Education, 5th edition
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Error Types and Basic Debugging
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Weekly Learning Outcomes
1. Explain the importance of error handling and debugging
2. Learn creating custom error handlers
3. Understand error handling and debugging techniques in
PHP, SQL, and MySQL

Required Reading
Chapter 8: Error Handling and Debugging
(PHP and MySQL for Dynamic Web Sites, by Larry Ullman,
Peachpit Press, a division of Pearson Education, 5th
edition)
Recommended Reading
Chapter 16 (Learning PHP, MySQL & JavaScript by Robin Nixon, 5th Ed, 2018)
PHP Error Handling: https://www.w3schools.com/php/php_error.asp

This Presentation is mainly dependent on the textbook: PHP and MySQL for Dynamic Web Sites, by Larry Ullman, Peachpit Press, a division of Pearson Education, 5th edition
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Error Handling and Debugging

Errors in PHP and MySQL applications
 Errors - the bane of the programmer.
 There are techniques for minimizing errors, and knowing how to quickly
catch, handle, and fix errors is a major skill.
 Bask in the knowledge that you’re becoming a better debugger!

 Potential bugs when developing web applications with
PHP and MySQL:
 HTML issues
 PHP problems
 SQL errors
 MySQL mistakes

 HTML problems are often the least disruptive and the
easiest to catch.
 PHP errors are the ones you’ll see most often
 The first step in fixing any bug is identifying its source.

PHP Error Handling

Debugging
 Programming code might contain syntax errors,
or logical errors.
 Many of these errors are difficult to diagnose.
 Often, when your code contains errors,
nothing will happen.
 There are no error messages, and you will get
no indications how to search those errors and
solve the issue.
 Debugging: Searching for the errors in a
programming code and fixing then is called
debugging.

•

Error Types and Basic Debugging

Error Types – PHP Errors
 PHP errors fall into three general areas:
 Syntactical





Syntactical, or parse, errors are the most common and the easiest to fix.
E.g. omitting a semicolon
Such errors stop the script from executing
if display_errors is on in PHP configuration, PHP will show the error
including the line where it is.
 If display_errors is off, you’ll see a blank page.

 Run-time
 Run-time errors include those things that don’t stop a PHP script from
executing but do stop the script from doing it was supposed to do.
 Examples include calling a function using the wrong number or types of
parameters.
 With these errors, PHP will normally display a message indicating the
exact problem if display_errors is on.

 Logical
 Actually the worst, because PHP won’t necessarily report this
type
 Problems that aren’t obvious and don’t stop the execution of a
script.

1/0

Error Types – SQL/MySQL Errors
• SQL errors are normally a matter of syntax,
and they’ll be reported when you try to run
the query in MySQL
 For example, using the same syntax of Select query for a
Delete query
 MySQL will report any errors found in the syntax of an SQL
command.
 MySQL will raise a red flag when you have SQL errors
 An inability to connect to a MySQL server or a specific
database is a common MySQL error.
 Keep in mind that when a query doesn’t return the records
or otherwise have the result you expect, that’s not a
MySQL or SQL error, but rather a logical one.

Basic debugging steps
 The best piece of general debugging advice:
• When you get frustrated, step away from the computer!

 To begin debugging any problem follow the steps:
1. Make sure that you are running the right page.
2. Make sure that you have saved your latest changes.
3. Make sure that you run all PHP pages through the URL.
 Because PHP works through a web server (Apache, IIS, etc.),
running any PHP code requires that you access the page
through a URL (http://www.example.com/page.php or
http://localhost/page.php).
 If you double-click a PHP page to open it in a browser, you’ll
see the PHP code, not the executed result.

4. Know what versions of PHP and MySQL you are
running.
 A phpinfo() script is one of your best tools for debugging,
informing you of the PHP version and how it’s configured.

5. Know what web server you are running.
6. Try executing pages in a different browser.
7. If possible, try executing the page using a different web
server, version of PHP, and/or version of MySQL.

Debugging HTML
 Debugging HTML is relatively easy
• The source code is very accessible

 Some basic steps to find and fix an HTML problem:
1. Check the source code

• How you view the source code depends on the browser being
used, but normally it’s a matter of finding “developer tools” or
“view source.”

2. Use a validation tool

• Validation tools like the one provided by the W3C (World Wide
Web Consortium) are good for finding problems and making
sure your HTML conforms to standards.
• Validation tools, like the one at http://validator.w3.org, are
great for finding mismatched tags, broken tables, and other
problems.

3. Use a great debugging browser

• Find a browser that you like best, that has great debugging
tools (look online for tutorials, if you want), and master what it
offers.

4. Test the page in another browser

• Running the same page in another browser is the easiest way
to know if it’s an HTML problem or a browser quirk.

•

Displaying PHP Errors

Displaying PHP Errors (1)
 PHP provides remarkably useful and descriptive
error messages when things go awry.
 Unfortunately, PHP doesn’t show these errors
when running using its default configuration.
• This policy makes sense for live servers, where you
don’t want the end users seeing PHP-specific error
messages, but it also makes everything that much
more confusing for the beginning PHP developer.

 To be able to see PHP’s errors, you must turn on
the display_errors directive, either in an
individual script or for the PHP configuration as a
whole.

Displaying PHP Errors (2)
 To turn on display_errors in a script, use the
ini_set() function.
 As its arguments, this function takes a directive
name and what setting that directive should
have:
ini_set('display_errors', 1);

 Including this line in a script will turn on display_errors
for that script. The only downside is that if your script
has a syntax error that prevents it from running at all,
then you’ll still see a blank page. To have PHP display
errors for the entire server, you’ll need to edit its
configuration.

Displaying PHP Errors (3)
 To turn on display_errors:
1. Create a new PHP document in your text editor or IDE, to be named
display_errors.php
2. After the initial PHP tags, add
ini_set('display_errors', 1);

From this point in this script forward, any errors that occur will be
displayed.
3. Create some errors:
foreach ($var as $v) { }
$result = 1/0;

4. Complete the page
5. Save the file as display_errors.php, place it in your web directory,
and test it in your browser
6. If you want, change the first line of PHP code to read
ini_set('display_errors', 0);

Then save and retest the script. With display_errors turned off (for
this page), the same errors are no longer reported. Unfortunately,
they still exist.

Displaying PHP Errors (4) – The Complete code
display_errors.php
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Displaying Errors</title>
6 </head>
7 <body>
8 <h2>Testing Display Errors</h2>
9 <?php # Script 8.1 - display_errors.php
10
11 // Show errors:
12 ini_set('display_errors', 1);
13
14 // Create errors:
15 foreach ($var as $v) {}
16 $result = 1/0;
17
18 ?>
19 </body>
20 </html>

20
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Adjusting Error Reporting in PHP

Adjusting Error Reporting in PHP
 Once you have PHP set to display the errors that
occur, you might need to adjust the level of error
reporting.
 There are 12 unique error types, which can be
grouped into 3 main categories:
• Notices (Informational) - which do not stop the
execution of a script and may not necessarily be a
problem
• Warnings (Actionable) - which indicate a problem but
don’t stop a script’s execution
• Errors (Fatal) - which stop a script from continuing
(including the ever-common parse error, which
prevents scripts from running at all)

22

Error-Reporting Levels
Number

Constant

Report On

1

E_ERROR

Fatal run-time errors (that stop execution of the script)

2

E_WARNING

Run-time warnings (nonfatal errors)

4

E_PARSE

Parse errors

8

E_NOTICE

Notices (things that could or could not be a problem)

256

E_USER_ERROR

User-generated error messages, generated by the
trigger_error() function

512

E_USER_WARNING

User-generated warnings, generated by the
trigger_error() function

1024

E_USER_NOTICE

User-generated notices, generated by the trigger_error()
function

2048

E_STRICT

Recommendations for compatibility and interoperability

8192

E_DEPRECATED

Warnings about code that won’t work in future versions
of PHP

32767

E_ALL

All errors, warnings, and recommendations

Set error reporting settings
error_reporting($level)
This function can be used to control which errors are
displayed, and which are simply ignored. The effect only lasts
for the duration of the execution of your script.
<?php
// Turn off all error reporting
error_reporting(0);
// Report simple running errors
error_reporting(E_ERROR | E_WARNING | E_PARSE);
// Reporting E_NOTICE can be good too (to report uninitialized
// variables or catch variable name misspellings ...)
error_reporting(E_ERROR | E_WARNING | E_PARSE | E_NOTICE);
// Report all errors except E_NOTICE
error_reporting(E_ALL ^ E_NOTICE);

// Report ALL PHP errors
error_reporting(E_ALL);
?>

Suppressing Errors with @
 The special @ operator can be used to suppress function errors.
 Any error produced by the function is suppressed and not
displayed by PHP regardless of the error reporting setting.
 For example, if you don’t want PHP to report if it couldn’t include
a file, you would code:
@include ('config.inc.php’);

Or, if you do not want to see a “division by zero” error:
$x = 8;
$y = 0;
$num = @($x/$y);

 The @ symbol will work only on expressions, like function calls or
mathematical operations. You cannot use @ before conditionals,
loops, function definitions, and so forth.

• Hiding errors is NOT a solution to a problem.
• It is useful, however, to hide any errors produced on a live server.
• While developing and debugging code, displaying all errors is
highly recommended!

Suppressing Errors
• Error suppression is NOT a solution to a problem
• It can be useful to locally define your own error
handling mechanisms.
• If you suppress any errors, you must check for them
yourself elsewhere.

To adjust error reporting
 To adjust error reporting:
1.
2.

Open display_errors.php (Script 8.1) in your text editor or IDE, if you haven’t already.
After adjusting the display_errors setting, add
error_reporting(E_ALL);

3. Save the file as report_errors.php, place it in your web directory, and run it in your browser
4. Change the level of error reporting to something different and retest
The complete code (display_errors.php)
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Reporting Errors</title>
6 </head>
7 <body>
8 <h2>Testing Error Reporting</h2>
9 <?php # Script 8.2 - report_errors.php
10
11 // Show errors:
12 ini_set('display_errors', 1);
13
14 // Adjust error reporting:
15 error_reporting(E_ALL);
16
17 // Create errors:
18 foreach ($var as $v) {}
19 $result = 1/0;
20
21 ?>
22 </body>
23 </html>
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Creating Custom Error Handlers

Custom Error Handler (1)
 Another option for error management with your sites is
to alter how PHP handles errors. By default, if
display_errors is enabled and an error is caught (that
falls under the level of error reporting), PHP will print
the error, in a somewhat simplistic form, within some
minimal HTML tags
 You can write your own function to handle PHP errors in
any way you want.
 You simply need to write a function with appropriate
inputs, then register it in your script as the error
handler.
 The handler function should be able to receive 5
arguments, and return true to indicate it has handled
the error…

(, , , , )

Custom Error Handler (2)
 You can override how errors are handled by creating
your own function that will be called when errors occur.
For example:
function name ()
function report_errors(arguments) {
// Do whatever here
}
set_error_handler('report_errors’);

 The PHP set_error_handler() function is used to name
the user-defined function to be called when an error
occurs. The handling function (report_errors, in this
case) will, at that time, receive several values that can
be used in any possible manner.

Custom Error Handler (3)
 This function (report_errors()) can be written to take up
to five arguments. In order, these arguments are:
 An error number (corresponding to Table 8.1)
 A textual error message
 The name of the file where the error was found
 The specific line number on which it occurred
 The variables that existed at the time of the error.

 Defining a function that accepts all these arguments
might look like
function report_errors($errcode,$errmsg,$file,$lineno, $vars) {
echo ‘An error has occurred!<br />’;
echo “file: $file<br />”;
echo “line: $lineno<br />”;
echo “Problem: $errmsg”;
echo “Number: $errcode”;
return true;
}

Custom Error Handler (4)
 To create your own error handler:
1. Open report_errors.php (Script 8.2) in your text
editor or IDE, if you haven’t already.
2. Remove the ini_set() and error_reporting() lines
(Script 8.3).
• When you establish your own error-handling function, the
error reporting levels no longer have any meaning, so the line
that adjusts them can be removed.
• Adjusting the display_errors setting is also meaningless, since
the error-handling function will control whether or not errors
are displayed.

3. Before the script creates the errors, add
define('LIVE', FALSE);

This constant will be a flag used to indicate if the site is currently live.

4. Begin defining the error-handling function:
function my_error_handler
($e_number, $e_message,
$e_file, $e_line, $e_vars) {

The my_error_handler() function is set to receive the full five
arguments that a custom error handler can.

Custom Error Handler (5)
 To create your own error handler(Contd.):
5. Create the error message using the received values.
$message = "An error occurred in
script '$e_file' on line
$e_line: $e_message\n";

The error message will begin by referencing the filename and line
number where the error occurred. Added to this is the actual error
message. These values are passed to the function when it is called (when
an error occurs).

6. Add any existing variables to the error message:
$message .= print_r($e_vars, 1);

The $e_vars variable will receive all the variables that exist, and their
values, when the error happens. Because this might contain useful
debugging information, it’s added to the message.
The print_r() function is normally used to print out a variable’s structure
and value; it is particularly useful with arrays. If you call the function with
a second argument (1 or TRUE), the result is returned instead of printed.
So, this line adds all of the variable information to $message.

Custom Error Handler (6)
To create your own error handler(Contd.):
7.

Print a message that will vary, depending on
whether or not the site is live:
if (!LIVE) {

echo '<pre>' . $message . "\n";
debug_print_backtrace();
echo '</pre><br>';
} else {
echo '<div class="error">
A system error occurred. We apologize for the inconvenience.</div><br>’;
}

8. Complete the function and tell PHP to use it:
set_error_handler
('my_error_handler’);

This second line is the important one, telling PHP to use the
custom error handler instead of PHP’s default handler.

Custom Error Handler (7)
 Logging PHP Errors:
• Another option for PHP errors is to log the errors—making a
permanent note of them.
• For this purpose, the error_log() function instructs PHP how to
file an error.
• Its syntax is error_log(message, type, destination, extra
headers);
• The message value should be the text of the logged error (i.e.,
$message in Script 8.3).
• The type dictates how the error is logged. The options are the numbers 0,
1, 3, and 4:





use the computer’s default logging method (0),
send it in an email (1)
write it to a text file (3),
or send it to the web server’s logging handler (4).

• The destination parameter can be either the name of a file (for log type 3)
or an email address (for log type 1). The extra headers argument is used
only when sending emails (log type 1).
• Both the destination and extra headers are optional.

Custom Error Handler (8)
 To create your own error handler(Contd.):
9.

Save the file as handle_errors.php, place it in your
web directory, and test it in your browser
10. Change the value of LIVE to TRUE, save, and retest
the script
• To see how the error handler behaves with a live site, change
just this one value.

Note: See the Complete code for custom error handlers in the
next slide

Code for Custom Error Handling
report_errors.php
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Handling Errors</title>
6 </head>
7 <body>
8
9 <h2>Testing Error Handling</h2>
10 <?php # Script 8.3 - handle_errors.php
11
12 // Flag variable for site status:
13 define('LIVE', FALSE);
14
15 // Create the error handler:
16
function
my_error_handler($e_number,
$e_message, $e_file, $e_line, $e_vars) {
17
18 // Build the error message:
19 $message = "An error occurred in script
'$e_file' on line $e_line: $e_message\n";
20

21 // Append $e_vars to $message:
22 $message .= print_r ($e_vars, 1);
23
24 if (!LIVE) { // Development (print the error).
25 echo '<pre>' . $message . "\n";
26 debug_print_backtrace();
27 echo '</pre><br>';
28 } else { // Don't show the error.
29 echo '<div class="error">A system error
occurred.
We
apologize
for
the
inconvenience.</div><br>';
30 }
31
32 } // End of my_error_handler() definition.
33
34 // Use my error handler:
35 set_error_handler('my_error_handler');
36
37 // Create errors:
38 foreach ($var as $v) {}
39 $result = 1/0;
40
41 ?>
42 </body>
43 </html>

Custom Error Handler (9)
 The function then needs to be registered as your custom
error handler:
set_error_handler(‘err_handler’);

 You can ‘mask’ the custom error handler so it only receives
certain types of error. e.g. to register a custom handler just
for user triggered errors:
set_error_handler(‘err_handler’, E_USER_NOTICE | E_USER_WARNING |
E_USER_ERROR);

 A custom error handler is never passed E_PARSE,
E_CORE_ERROR or E_COMPILE_ERROR errors as these are
considered too dangerous.
 Often used in conjunction with a ‘debug’ flag for neat
combination of debug and production code display.

•

PHP Debugging Techniques

Common PHP Errors
 When it comes to debugging, the best thing is to learn the
causes of certain types of errors. Understanding the common
causes will shorten the time to fix errors. To expedite the
learning process, the likely reasons for the most common PHP
errors:
Error
Likely Cause
Blank Page

HTML problem, or PHP error and display_errors or error_reporting is
off.

Parse error

Missing semicolon; unbalanced curly braces, parentheses, or
quotation marks; or use of an unescaped quotation mark in a string.

Empty variable
value

Forgot the initial $, misspelled or miscapitalized the variable name, or
inappropriate variable scope (with functions).

Undefined
variable

Reference made to a variable before it is given a value or an empty
variable value (see those potential causes).

Call to undefined
function

Misspelled function name, PHP is not configured to use that function
(like a MySQL function), or document that contains the function
definition was not included.

Cannot redeclare
function

Two definitions of your own function exist; check within included files.

Headers already
sent

White space exists in the script before the PHP tags, data has already
been printed, or a file has been included.

Debugging Syntax errors
The parse error prevents a script from
running because of invalid PHP syntax.
To avoid making this sort of mistake when
you program, be sure to:
1.
2.

3.
4.

End every statement (but not language constructs like
loops and conditionals) with a semicolon.
Balance all quotation marks, parentheses, curly braces,
and square brackets (each opening character must be
closed).
Be consistent with your quotation marks (single quotes
can be closed only with single quotes and double
quotes with double quotes).
Escape, using the backslash, all single- and doublequotation marks within strings, as appropriate.

Debugging PHP Scripts
 To debug your scripts:
1.
2.

Turn on display_errors
Use comments
 If PHP is giving you an error on line 12, then commenting out that line
should get rid of the error. If not, then you know the error is
elsewhere. Just be careful that you don’t introduce more errors by
improperly commenting out only a portion of a code block: the syntax
of your scripts must be maintained.

3.

Use the print and echo functions
 When a script has several steps, it may not be easy to know if the
problem is occurring in step 2 or step 5. By using an echo statement,
you can narrow the problem down to the specific juncture.

4.
5.

Check what quotation marks are being used for printing
variables.
Track variables
 Printing the names and values of variables is the easiest way to track
them over the course of a script. E.g., echo "<p>\$var = $var</p>\n";

6.

Print array values
 For arrays and objects, the print_r() and var_dump() functions will
print out their values without loops.

Using die() and exit()
 The functions, die() and exit() are often used in error
management. When die() or exit() is called, the entire
script is terminated.
 Useful for stopping a script should something important—
like establishing a database connection—fail to happen.
 You can also pass to die() and exit() a string that will be
printed out in the browser.
 Commonly die() or exit() is used in an OR conditional. For
example:
include('config.inc.php') OR
die('Could not open the file.’);
With a line like that, if PHP could not include the configuration file, the
die() statement would be executed and the “Could not open the file”
message would be printed.

 It’s a quick, but potentially excessive, way to handle errors
without using a custom error handler.

•

SQL and MySQL Debugging Techniques

The most common SQL errors
 The most common SQL errors are caused by the
following issues:
1.
2.
3.
4.
5.

Unbalanced use of quotation marks or parentheses
Unescaped apostrophes in column values
Misspelling a column name, table name, or function
Ambiguously referring to a column in a join
Placing a query’s clauses (WHERE, GROUP BY, ORDER BY,
LIMIT) in the wrong order

 Furthermore, when using MySQL you can also
run across the following:
1.
2.

Unpredictable or inappropriate query results
Inability to access the database

Debugging SQL problems in SQL Queries
 If you have any MySQL or SQL errors related SQL
queries, just abide by this sequence of steps:
1.
2.
3.

Print out any applicable queries in your PHP script
Run the query in the mysql client or other tool
If the problem still isn’t evident, rewrite the query in its
most basic form, and then keep adding dimensions
back in until you discover which clause is causing the
problem. Continue to use a third-party interface to
MySQL to do this (i.e., put away the PHP script until
you’ve got the SQL query working properly).

Debugging SQL Access Problems
 Access-denied error messages are the most
common problem beginning developers
encounter when using PHP to interact with
MySQL. These are among the common
solutions:
1.

2.

3.

Reload MySQL after altering the privileges so that the changes
take effect. Either use the mysqladmin tool or run FLUSH
PRIVILEGES in the mysql client. You must be logged in as a user
with the appropriate permissions to do this.
Double-check the password used. The error message Access
denied for user: ‘user@localhost’ (Using password: YES)
frequently indicates that the password is wrong or mistyped.
(This is not always the cause but is the first thing to check.)
The error message Can’t connect to… (error number 2002)
indicates that MySQL either is not running or is not running on
the socket or TCP/IP port tried by the client.

Main Reference
Chapter 8: Error Handling and Debugging
(PHP and MySQL for Dynamic Web Sites, by Larry Ullman,
Peachpit Press, a division of Pearson Education, 5th
edition)
Additional References
Chapter 16 (Learning PHP, MySQL & JavaScript by Robin Nixon, 5th Ed, 2018)
PHP Error Handling: https://www.w3schools.com/php/php_error.asp

This Presentation is mainly dependent on the textbook: PHP and MySQL for Dynamic Web Sites, by Larry Ullman, Peachpit Press, a division of Pearson Education, 5th edition
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This Presentation is mainly dependent on the textbook: PHP and MySQL for Dynamic Web Sites, by Larry Ullman, Peachpit Press, a division of Pearson Education, 5th edition

• Using PHP with MySQL

Using PHP with MySQL
 To build a PHP interface for interacting with the
users table.
 You need a PHP-enabled web server
 You need access to a running MySQL server to
execute the examples.
 MySQL can be controlled through a simple
command-line interface; however, we can use
phpMyAdmin as an interface to MySQL.
 phpMyAdmin is a very powerful tool; it provides
a large number of facilities for customising a
database management system.
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Client makes a request
Client (browser)

Web
browser

requests an Internet resource
by specifying a URL and
providing input via HTTP
encoded strings
GET hello.php HTTP/1.1
Host: www.massey.ac.nz:80
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Server
Web
server
os

Internet
Network Core

Server: responds (1)
• Webserver supports HTTP.
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Server: responds (2)
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anywhere in the world

Web
server

My codes

HTTP

HTML

Client

Operating System
Web
browser

TCP/IP

Internet

PHP
interpreter

Server: responds (3)
• Webserver supports HTTP.
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• Modifying the Template

Modifying the Template (1)
 Instead of creating a new template from scratch, the layout
from Chapter 3, “Creating Dynamic Web Sites,” will be used
again, with only a minor modification to the header file’s
navigation links.
 To make the header file:
1. Open header.html (Script 3.2) in your text editor or IDE.
2. Change the list of links to read as follows:
<ul class=”nav navbar-nav”>
<li class=”active”><a href= ”index.php”>Home</a></li>
<li><a href=”register.php”> Register</a></li>
<li><a href=”view_users.php”>
View Users</a></li>
<li><a href=”password.php”>
Change Password</a></li>
</ul>
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Modifying the Template (2)
 To make the header file (Contd.):
3. Save the file as header.html.
4. Place the new header file in your web directory,
within the includes folder, along with footer.html
(Script 3.3) and style.css.
5. Test the new header file by running index.php in
your browser
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• Connecting to MySQL

Connecting to MySQL
 The first step for interacting with MySQL is connecting to
the server
 It requires the appropriately named mysqli_connect()
function:
$dbc = mysqli_connect(hostname,
db_name);

username,

password,

• The arguments hostname, username, and password are based on the
users and privileges established within MySQL.
• Commonly (but not always), the host value will be localhost.
• The fourth argument is the name of the database to use.
• If the connection is OK, the $dbc variable, will become a reference
point for all your subsequent database interactions.
• If
a
connection
problem
occurred,
you
can
call
mysqli_connect_error(), which returns the connection error
message.
• It takes no arguments and so would be called using just
mysqli_connect_error();

 Once connection is OK, you should set the encoding for the
interaction calling the below function:
mysqli_set_charset($dbc, ‘utf8’);
 Without encoding, all data will be transferred using the default
character set.
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Selecting a Database
 To connect to and select a database:
1.

Create a new PHP document in your text editor or IDE, to be named
mysqli_connect.php
<?php # Script 9.2 - mysqli_connect.php

2.

Set the MySQL host, username, password, and database name as
constants
define(‘DB_USER’, ‘username’);
define(‘DB_PASSWORD’, ‘password’);
define(‘DB_HOST’, ‘localhost’);
define(‘DB_NAME’, ‘sitename’);

3.

Connect to MySQL
$dbc = @mysqli_connect(DB_HOST, DB_USER, DB_PASSWORD, DB_NAME)
OR die(‘Could not connect to MySQL: ‘ . mysqli_connect_error() );

4.

Set the encoding
mysqli_set_charset($dbc, ‘utf8’);

5.
6.
7.
8.

Save the file as mysqli_connect.php
Ideally, place the file outside of the web document directory
Temporarily place a copy of the script within the web directory and
run it in your browser
Remove the temporary copy from the web directory

 Alternative for selecting a Database:

mysql_select_db(databasename, resourceId);
• the resourceId is the one returned by mysql_connect()
• the function returns true if the selection succeeded; false, otherwise.
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Connect to a DBMS and
Access database – Example
<?php
$dbLocalhost = mysql_connect("localhost", "root", "")
or die("Could not connect: " . mysql_error());
mysql_select_db(“mydb", $dbLocalhost)
or die("Could not find database: " . mysql_error());
echo "<h1>Connected to Database “mydb”</h1>";
?>
 die() stops execution of script if the database
connection attempt failed.
 mysql_error() returns an error message from the
previous MYSQL operation.

• Executing Simple Queries

Executing Simple Queries
 The PHP function for executing a query is mysqli_query():
result = mysqli_query(dbc, query);
 The function takes the database connection as the first
argument and the query as the second.
 You can use this code to test if the query successfully ran.
 For Simple Queries that do not return records, like INSERT,
UPDATE, DELETE, OR ALTER etc., the result will be either TRUE
or FALSE, depending on whether the query executed
successfully or not.
 For complex queries that return records the result will be a
resource link to the results of the query if it worked or be FALSE
if it did not.
 If the query did not successfully run, you can use the
mysqli_error() function to print the error.
echo mysqli_error($dbc);
 It is better to close the existing MySQL connection once you’re
finished with it.
mysqli_close($dbc);
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Executing Simple Queries – Example (1)
 This example will first create a registration script, will show the
form when first accessed, handle the form submission, and,
after validating all the data, insert the registration information
into the users table of the database.
The registration form
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Executing Simple Queries – Example (2)
1. Begin a new PHP script in your text editor or IDE,
to be named register.php
<?php # Script 9.3 - register.php
$page_title = ‘Register’;
include(‘includes/header.html’);

2. Create the submission conditional and initialize
the $errors array
if ($_SERVER[‘REQUEST_METHOD’] = = ’POST’) {
$errors = [];

3. Validate the first name
if (empty($_POST[‘first_name’])) {
$errors[ ] = ‘You forgot to enter your first name. ‘;
} else {
$fn = trim($_POST[‘first_name’]);
}
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Executing Simple Queries – Example (3)
4. Validate the last name and email address
if (empty($_POST[‘last_name’])) {
$errors[ ] = ‘You forgot to enter your last name. ‘;
} else {
$ln = trim($_POST[‘last_name’]);
} if ( empty($_POST[‘email’])) {
$errors[ ] = ‘You forgot to enter your email address. ‘;
} else {
$e = trim($_POST[‘email’]);}

5. Validate the passwords
if (!empty($_POST[‘pass1’])) {
if ($_POST[‘pass1’] != $_POST[‘pass2’]) {
$errors[ ] = ‘Your password did not match the confirmed password. ‘;
} else {
$p = trim($_POST[‘pass1’]);
}}
else {
$errors[ ] = ‘You forgot to enter your password. ‘;}
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Executing Simple Queries – Example (4)
6.

Check if it’s OK to register the user
if (empty($errors)) {

7.

Include the database connection
equire(‘../mysqli_connect.php’);

8. Add the user to the database
$q = “INSERT INTO users (first_name, last_name, email, pass, registration_date)
VALUES
(‘$fn’, ‘$ln’, ‘$e’, SHA2(‘$p’, 512), NOW() )”;
$r = @mysqli_query($dbc, $q);

9. Report on the success of the registration
if ($r) {
echo ‘<h1>Thank you!</h1>
<p>You are now registered. In Chapter 12 you will actually be able to log
in!</p><p><br>
</p>’;
} else {
echo ‘<h1>System Error</h1>
<p class=”error”>You could not be registered due to a system error. We apologize for
any inconvenience.</p>’;
echo ‘<p>’ . mysqli_error($dbc) . ‘<br><br>Query: ‘ . $q .
’</p>’;
} // End of if ($r) IF.
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Executing Simple Queries – Example (5)
10. Close the database connection and complete the
HTML template
mysqli_close($dbc);
include(‘includes/footer.html’);
exit();

11. Print out any error messages and close the submit
conditional
} else { // Report the errors.
echo ‘<h1>Error!</h1>
<p class=”error”>The following error(s) occurred:<br>’;
foreach ($errors as $msg) {
// Print each error.
echo “ - $msg<br>\n”;
}
echo ‘</p><p>Please try again.</p><p><br></p>’;
} // End of if (empty($errors)) IF.
} // End of the main Submit conditional.
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Executing Simple Queries – Example (6)
12. Close the PHP section and begin the HTML form
?>
<h1>Register</h1>
<form action=”register.php” method=”post”>
<p>First Name: <input type=”text” name=”first_name” size=”15”
maxlength=”20” value=”<?php if (isset($_POST[‘first_name’]))
echo $_POST[‘first_name’]; ?>”>
</p>
<p>Last Name: <input type=”text” name=”last_name” size=”15”
maxlength=”40” value=”<?php if (isset($_POST[‘last_name’]))
echo $_POST[‘last_name’]; ?>”>
</p>
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Executing Simple Queries – Example (7)
13. Complete the HTML form
<p>Email Address: <input type=”email” name=”email” size=”20”
maxlength=”60” value=”<?php if (isset($_POST[‘email’]))
echo $_POST[‘email’]; ?>” >
</p>
<p>Password: <input type=”password” name=”pass1” size=”10”
maxlength=”20” value=”<?php if (isset($_POST[‘pass1’]))
Echo $_POST[‘pass1’]; ?>” >
</p>
<p>Confirm Password: <input type=”password” name=”pass2” size=”10”
maxlength=”20” value=”<?php if (isset($_POST[‘pass2’]))
Echo $_POST[‘pass2’]; ?>” >
</p>
<p><input type=”submit” name=”submit” value=”Register”>
</p>
</form>
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Executing Simple Queries – Example (8)
14. Complete the template
<?php include(‘includes/ footer.html’); ?>

15. Save the file as register.php, place it in your web
directory, and test it in your browser
Note: Apostrophes in form values will conflict with the
apostrophes used to delineate values in the query.
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• Retrieving Query Results

Executing Complex Queries (1)
 A SELECT query generates information by returning rows
of records that need to be handled by other PHP
functions.
 The primary tool for handling SELECT query results:
mysqli_fetch_array()
• It uses the query result variable and returns one row of data at
a time, in an array format.
• You’ll want to use this function within a loop that will continue
to access every returned row as long as there are more to be
read.

 The basic construction for reading every record from a
query:
while ($row = mysqli_fetch_array($r)) {
// Do something with $row.
}
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Executing Complex Queries (2)
 The function, mysqli_fetch_array() may take an optional
second parameter specifying what type of array is
returned: associative, indexed, or both. An associative
array allows you to refer to column values by name,
whereas an indexed array requires you to use only
numbers, starting at 0 for the first column returned.
 mysqli_fetch_array() Constants
Constant

Example

MYSQLI_ASSOC

$row[‘column’]

MYSQLI_NUM

$row[0]

MYSQLI_BOTH

$row[0] or
$row[‘column’]
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Retrieving Query Results (1)
Let us see how to create a script for
viewing all the currently registered users:
1. Begin a new PHP document in your text
editor or IDE, to be named view_users.php
<?php # Script 9.4 - view_users.php
$page_title = ‘View the Current Users’;
include(‘includes/header.html’);
echo ‘<h1>Registered Users</h1>’;

2. Connect to and query the database
require(‘../mysqli_connect.php’);
$q = “SELECT CONCAT(last_name, ’, ‘, first_name) AS name,
DATE_FORMAT(registration_date, ’%M %d, %Y’) AS dr FROM users
ORDER BY registration_date ASC”;
$r = @mysqli_query ($dbc, $q);
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Retrieving Query Results (2)
Let us see how to create a script for viewing all
the currently registered users (Contd.):
3. Create an HTML table for displaying the query
results
if ($r) {
echo ‘<table width=”60%”>
<thead>
<tr> <th align=”left”>Name</th>
<th align=”left”>Date Registered</th>
</tr>
</thead>
<tbody>
‘;

4. Fetch and print each returned record
while ($row = mysqli_fetch_array ($r, MYSQLI_ASSOC)) {
echo ‘<tr><td align=”left”>’ .
$row[‘name’] . ‘</td><td align=”left”>’ . $row[‘dr’] .’</td>
</tr>
‘;}
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Retrieving Query Results (3)
 Let us see how to create a script for viewing all the
currently registered users (Contd.):
5.

Close the HTML table and free up the query resources
echo ‘</tbody></table>’;
mysqli_free_result($r);

6.

Complete the main conditional
} else {
echo ‘<p class=”error”>The current users could not be retrieved. We
apologize for any inconvenience.</p>’;
echo ‘<p>’ . mysqli_error($dbc)
. ‘<br><br>Query: ‘ . $q .
’</p>’;
} // End of if ($r) IF.

7.

Close the database connection and finish the page
mysqli_close($dbc);
include(‘includes/footer.html’);
?>

8.

Save the file as view_users.php, place it in your web
directory, and test it in your browser.
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• Ensuring Secure SQL

Database Security
Database security with respect to PHP comes
down to three broad issues:
1.

Protecting the MySQL access information
• This can be accomplished by securing the MySQL connection script
outside of the web directory so that it is never viewable through a
browser.

2.

Not revealing too much about the database
• This is attained by not letting the user see PHP’s error messages or
your queries.

3.

Being cautious when running queries, particularly those
involving user-submitted data
i.

There are numerous steps you can and should take, all based on
the premise of never trusting user-supplied data.
ii. Use the Filter extension or regular expressions to make sure that
submitted data matches what you would expect it to be.
iii. You can typecast some values to guarantee that they’re numbers.
iv. Run user-submitted data through the mysqli_real_escape_string()
function. This function makes data safe to use in a query by
escaping what could be problematic characters. It’s used like so:
$safe = mysqli_real_escape_string($dbc, data);
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Using mysqli_real_escape_string()
1.
2.
3.

Open register.php in your text editor or IDE, if you haven’t already.
Move the inclusion of the mysqli_connect.php file to just after the
main conditional
Change
the
validation
routines
to
use
the
mysqli_real_escape_string() function, replacing each occurrence of
$var = trim($_POST[‘var’]) with $var = mysqli_real_escape_string
($dbc, trim($_POST[‘var’]))
$fn = mysqli_real_escape_string
($dbc, trim($_POST[‘first_name’]));
$ln = mysqli_real_escape_string
($dbc, trim($_POST[‘last_name’]));
$e = mysqli_real_escape_string
($dbc, trim($_POST[‘email’]));
$p = mysqli_real_escape_string
($dbc, trim($_POST[‘pass1’]));

4.

Add a second call to mysqli_close() before the end of the main
conditional

5.

Save the file as register.php, place it in your web directory, and test it
in your browser.
Notes: (i) Values with apostrophes in them, like a person’s last name, will no longer break the
INSERT query.
(ii) Now the registration process will handle problematic characters and be more
secure.
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• Counting Returned Records

Counting Returned Records
 The function mysqli_num_rows() returns the number of rows
retrieved by a SELECT query.
 It takes one argument, the query result variable, r:
$num = mysqli_num_rows($r);

 It’s necessary if you want to paginate your query results.

 Modify view_users.php to list all registered users.
1.
2.

Open view_users.php in your text editor or IDE, if you haven’t already.
Before the if ($r) conditional, add this line:
$num = mysqli_num_rows($r);
• Now the view_users.php script will display the total number of registered users.

3.

Change the original $r conditional to:
if ($num > 0) {

4.

Before creating the HTML table, print the number of registered users:
echo “<p>There are currently $num registered users.</p>\n”;

5.

Change the else part of the main conditional to read:
echo ‘<p class=”error”>There are currently no registered users.
</p>’;

6.

Save the file as view_users.php, place it in your web directory, and test it in
your browser.
The number of registered users will be displayed at the top of the page.
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• Updating Records with PHP

Updating Records with PHP
 To update database records through a PHP script
requires an UPDATE query.
 Its successful execution can be verified with PHP’s
mysqli_affected_rows() function.
• mysqli_affected_rows() returns the number of rows affected by an
INSERT, UPDATE, or DELETE query.
• It is used as:
$num = mysqli_affected_rows($dbc);
• It takes the database connection ($dbc) as a single argument.

 The next example will be to allow registered users to
change their password.
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Updating Passwords – Example (1)
1. Begin a new PHP script in your text editor or IDE, to be
named password.php
<?php # Script 9.7 - password.php
$page_title = ‘Change Your Password’;
include(‘includes/header.html’);

2. Start the main conditional:
if ($_SERVER[‘REQUEST_METHOD’] = =
’POST’) {

3. Include the database connection and create an array
for storing errors:
require(‘../mysqli_connect.php’);
$errors = [];

4. Validate the email address and current password fields:
if (empty($_POST[‘email’])) {
$errors[ ] = ‘You forgot to enter your email address. ‘;
} else {
$e = mysqli_real_escape_string($dbc, trim($_POST[‘email’]));
} if (
empty($_POST[‘pass’])) {
$errors[ ] = ‘You forgot to enter your current password. ‘;
} else {
$p = mysqli_real_escape_string($dbc, trim($_POST[‘pass’]));
}
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Updating Passwords – Example (2)
5. Validate the new password:
if (!empty($_POST[‘pass1’])) {
if ($_POST[‘pass1’] != $_POST[‘pass2’]) {
$errors[ ] = ‘Your new password did not match the confirmed password. ‘;
} else {
$np = mysqli_real_escape_string($dbc, trim($_POST[‘pass1’]));
}
} else {
$errors[ ] = ‘You forgot to enter your new password. ‘;
}

6. If all the tests are passed, retrieve the user’s ID:
if (empty($errors)) {
$q = “SELECT user_id FROM users
WHERE (email=’$e’ AND pass=SHA2(‘$p’, 512) )”;
$r = @mysqli_query($dbc, $q);
$num = @mysqli_num_rows($r);

7. Update the database for the new password:
$q = “UPDATE users SET pass=SHA2(‘$np’, 512) WHERE user_id=$row[0]”;
$r = @mysqli_query($dbc, $q);
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Updating Passwords – Example (3)
8. Check the results of the query:

if (mysqli_affected_rows($dbc) ==1) {
echo ‘<h1>Thank you!</h1>
<p>Your password has been updated. In Chapter 12 you will actually be able
to log in!</p><p><br></p>’;
} else { // If it did not run OK.
echo ‘<h1>System Error</h1>
<p class=”error”>Your password could not be changed due to a system error.
We apologize for any inconvenience.</p>’;
echo ‘<p>’ . mysqli_error($dbc)
. ‘<br><br>Query: ‘ . $q .
’</p>’;
}

9. Close the database connection, include the footer, and
terminate the script:
mysqli_close($dbc);
include(‘includes/footer.html’);
exit();

10. Complete the if ($num == 1) conditional:

} else {
echo ‘<h1>Error!</h1>
<p class=”error”>The email address and password do not match those on
file.</p>’;
}
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Updating Passwords – Example (4)
11. Print any validation error messages:
} else {
echo ‘<h1>Error!</h1>
<p class=”error”>The following error(s) occurred:<br>’;
foreach ($errors as $msg) {
echo “ - $msg<br>\n”;}
echo ‘</p><p>Please try again.
</p><p><br></p>’;
} // End of if (empty($errors)) IF.

12. Close the database connection and complete the PHP code:
mysqli_close($dbc);} ?>

13. Display the form:
<h1>Change Your Password</h1>
<form action=”password.php” method=”post”>
<p>Email Address: <input type=”email” name=”email” size=”20” maxlength=”60”
value=”<?php if(isset($_POST[‘email’]))
echo $_POST[‘email’]; ?>” >
</p>
<p>Current Password: <input type=”password” name=”pass” size=”10” maxlength=”20”
value=”<?php if(isset($_POST[‘pass’]))
Echo $_POST[‘pass’]; ?>” ></p>
<p>New Password: <input type=”password” name=”pass1” size=”10” maxlength=”20”
value=”<?php if(isset($_POST[‘pass1’]))
Echo $_POST[‘pass1’]; ?>” ></p>
<p>Confirm New Password: <input type=”password” name=”pass2” size=”10” maxlength=”20”
value=”<?php
if (isset($_POST[‘pass2’]))
Echo $_POST[‘pass2’]; ?>” ></p>
<p><input type=”submit” name=”submit” value=”Change Password”></p>
</form>
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Updating Passwords – Example (5)
14. Include the footer file:
<?php include(‘includes/footer.html’); ?>

15. Save the file as password.php, place it in your web
directory, and test it in your browser.
<?php include(‘includes/footer.html’); ?>

Note: The password will changed in the database if the
entered email address and password match those on file.
Otherwise, the password will not be updated.
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Main Reference
Chapter 9: Using PHP with MySQL
(PHP and MySQL for Dynamic Web Sites, by Larry Ullman,
Peachpit Press, a division of Pearson Education, 5th
edition)
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MySQL and PHP: https://downloads.mysql.com/docs/apis-php-en.pdf
Learn PHP: https://www.w3schools.com/php/default.asp
MySQL/PHP Tutorial: https://www.youtube.com/watch?v=mpQts3ezPVg

This Presentation is mainly dependent on the textbook: PHP and MySQL for Dynamic Web Sites, by Larry Ullman, Peachpit Press, a division of Pearson Education, 5th edition
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Contents
1. Sending Email
2. Handling File Uploads

3. PHP and JavaScript
4. Understanding HTTP Headers

5. Date and Time Functions
6. Performing Transactions

Weekly Learning Outcomes
1. Understand the concept of sending email and handling
file uploads
2. Learn PHP, javascript and HTTP headers for web

application development
3. Understand the date and time functions

4. Learn performing transactions for web application
development.

Required Reading
1. Chapter 11 in PHP and MySQL for Dynamic Web
Sites, by Larry Ullman, Peachpit Press, a division of
Pearson Education, 5th edition, 2018.

Required Reading
Recommended Reading

• PHP Mail Functions - W3Schools (Aug 20, 2021)
https://www.w3schools.com/php/php_ref_mail.asp
• PHP File Handling - W3Schools (Aug 20, 2021)
https://www.w3schools.com/php/php_file.asp
• JavaScript Tutorial - W3Schools (Aug 20, 2021)
https://www.w3schools.com/js/default.asp
• HTTP - Header Fields – Tutorials Point (Aug 20, 2021)
https://www.tutorialspoint.com/http/http_header_fields.htm
• PHP Date/Time Functions - W3Schools (Aug 20, 2021)
https://www.w3schools.com/php/php_ref_date.asp
• PHP MySQL Transaction – MySQL Tutorial (Aug 20. 2021)
https://www.mysqltutorial.org/php-mysql-transaction/

Required Reading
Videos
• Send email from Localhost and PHP (03-Nov-2018)
https://www.youtube.com/watch?v=4_NP_WYFmIM
• How to upload file In PHP (27-Feb-2021)
https://www.youtube.com/watch?v=T4NEjEkkABw
• PHP Tutorial for Beginners 22 # Date and Time Functions (07-Aug-2014)
https://www.youtube.com/watch?v=-_xFKPyXkE8
• PHP MySQL Transaction Tutorial (05-Dec-2011)
https://www.youtube.com/watch?v=CNt9HPqDIVc

Sending Email
• On a properly configured server, the process is as simple as
using the mail() function:
mail(to, subject, body, [headers]);

• The to value should be an email address or a series of
addresses, separated by commas. Any of these are allowed:
•
•
•
•

email@example.com
email1@example.com, email2@example.com
Actual Name <email@example.com>
Actual
Name
<email@example.com>,
<email2@example.com>

This

Name

Sending Email
• The subject value will create the email’s subject line, and body
is where you put the contents of the email.
• To make things more legible, variables are often assigned
values and then used in the mail() function call:
$to = 'email@example.com’;
$subject = 'This is the subject’;
$body = 'This is the body.
It goes over multiple lines.’;
mail($to, $subject, $body);

Sending Email
• This is all very straightforward, and there are only a couple of
caveats.
• First, the subject line cannot contain the newline character (\n).
• Second, each line of the body should be no longer than 70 characters
in length (this is more of a recommendation than a requirement).

• You can accomplish this using the wordwrap() function. It will
insert a newline into a string every X number of characters. To
wrap text to 70 characters, use:
$body = wordwrap($body, 70);

Sending Email
• PHP mail() Dependencies
• PHP’s mail() function doesn’t actually send the email itself.
• Instead, it tells the mail server running on the computer to do so. (What
this means is that the computer on which PHP is running must have a working mail server for this function
to work.)

• The mail() function takes a fourth, optional parameter for additional
headers. This is where you could set the From, Reply-To, Cc, Bcc, and
similar settings. For example:
mail($to, $subject, $body,
'From: reader@example.com');

Sending Email
• To use the mail() function, let’s create a page that shows a
contact form and then handles the form submission, validating
the data and sending it along in an email.

مهم
• Note two things before running this script:
• First, for this example to work,
• The computer on which PHP is running
must have a working mail server.

Sending Email
• To send email:
1. Begin a new PHP script in your text editor or IDE, to be named
email.php:
<!doctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Contact Me</title>
</head>
<body>
<h1>Contact Me</h1>
<?php # Script 11.1 - email.php

Sending Email
• To send email:
2. Create the conditional for checking if the form has been submitted and
validate the form data:
if ($_SERVER['REQUEST_METHOD'] ==
'POST') {
if (!empty($_POST['name']) &&
!empty($_POST['email']) &&
!empty($_POST['comments']) ) {

The form contains three text inputs (technically, one is a textarea). The
empty() function will confirm that something was entered into each.

Sending Email
• To send email:
3. Create the body of the email:
$body = "Name: {$_POST['name']}\n\n
Comments: {$_POST['comments']}";
$body = wordwrap($body, 70);

The email’s body will start with the prompt Name:, followed by the name
entered into the form. Then the same treatment is given to the
comments. The wordwrap() function then formats the whole body so
that each line is only 70 characters long.

Sending Email
• To send email:
4. Send the email and print a message in the browser:
mail('your_email@example.com',
'Contact Form Submission',
$body, "From: {$_POST['email']}");
echo '<p><em>Thank you for
contacting me. I will reply
some day.</em></p>';

5. Clear the $_POST array;

Sending Email
• To send email:
6. Complete the conditionals:
} else
{
echo '<p style="font-weight:
bold; color: #C00">
Please fill out the form completely.</p>';}
} // End of main isset() IF.
?>

Sending Email
• To send email:
7. Begin the form:
<p>Please fill out this form to contact me.</p>
<form action="email.php“ method="post">
<p>Name: <input type="text“ name="name" size="30"
maxlength="60" value="<?php
if (isset($_POST['name'])) echo
$_POST['name']; ?>"></p>
<p>Email Address: <input type="email" name="email“ size="30"
maxlength="80"
value="<?php if (isset($_POST ['email'])) echo $_POST ['email']; ?>"></p>

Sending Email
• To send email:
8. Complete the form:
<p>Comments: <textarea name="comments" rows="5"
cols="30"><?php if (isset
($_POST['comments'])) echo
$_POST['comments'];
?></textarea></p>
<p><input type="submit“ name="submit" value="Send!">
</p>
</form>

Sending Email
• To send email:
9. Complete the HTML page:
</body>
</html>

10. Save the file as email.php, place it in your web directory, and test it in
your browser.
11. Check your email to confirm that you received the message.

Sending Email
1. <!doctype html>
2. <html lang="en">
3. <head>
4.
<meta charset="utf-8">
5.
<title>Contact Me</title>
6. </head>
7. <body>
8. <h1>Contact Me</h1>
9. <?php # Script 11.1 - email.php
10. // Check for form submission:
11. if ($_SERVER['REQUEST_METHOD'] == 'POST') {
12.
// Minimal form validation:
13.
if (!empty($_POST['name']) && !empty($_POST['email']) && !empty($_POST['comments']) ) {
14.
// Create the body:
15.
$body = "Name: {$_POST['name']}\n\nComments: {$_POST['comments']}";
16.
// Make it no longer than 70 characters long:
17.
$body = wordwrap($body, 70);
18.
// Send the email:
19.
mail('your_email@example.com', 'Contact Form Submission', $body, "From: {$_POST['email']}");
20.
// Print a message:
21.
echo '<p><em>Thank you for contacting me. I will reply some day.</em></p>';
22.
// Clear $_POST (so that the form's not sticky):
23.
$_POST = [];

Sending Email
24.

} else {

25.

echo '<p style="font-weight: bold; color: #C00">Please fill out the form completely.</p>';

26.

}

27. } // End of main isset() IF.
28. // Create the HTML form:
29. ?>
30. <p>Please fill out this form to contact me.</p>

31. <form action="email.php" method="post">
32.

<p>Name: <input type="text" name="name" size="30" maxlength="60" value="<?php if (isset($_POST['name'])) echo
$_POST['name']; ?>"></p>

33.

<p>Email Address: <input type="email" name="email" size="30" maxlength="80" value="<?php if
(isset($_POST['email'])) echo $_POST['email']; ?>"></p>

34.

<p>Comments: <textarea name="comments" rows="5" cols="30"><?php if (isset($_POST['comments'])) echo
$_POST['comments']; ?></textarea></p>

35.

<p><input type="submit" name="submit" value="Send!"></p>

36. </form>
37. </body>
38. </html>

Sending Email

(A) Successful completion and
submission of the form.

(B) The contact form will
remember the user-supplied
values.

The resulting email (from the
data in (A), albeit using a
different From address).

Handling File Uploads
• Every type of form element can be handled the same in PHP,
with one exception: file uploads.
• The process of uploading a file has two dimensions.
• First the HTML form must be displayed, with the proper code to allow
for file uploads.
• Upon submission of the form, the server will first store the uploaded file
in a temporary directory, so the next step is for the PHP script to copy
the uploaded file to its final destination.

Handling File Uploads
• For this process to work, several things must be in place:
• PHP must run with the correct settings.
• A temporary storage directory must exist with the correct permissions.
• The final storage directory must exist with the correct permissions.

• Allowing for file uploads:
• Certain settings must be established for PHP to be able to handle file
uploads.
• There are several settings in PHP’s configuration file (php.ini) that
dictate how PHP handles uploads, specifically stating how large of a
file can be uploaded and where the upload should temporarily be
stored.

Handling File Uploads
• The second issue is the location of, and permissions on, the temporary
directory. This is where PHP will store the uploaded file until your PHP
script moves it to its final destination.

• If you installed PHP on your own Windows computer, you might need
to take steps here. macOS and Unix users need not worry about this—
a temporary directory already exists for such purposes (a special
directory called /tmp).
• Finally, the destination folder must be created and have the proper
permissions established on it. This is a step that everyone must take
for every application that handles file uploads.

Handling File Uploads
• To prepare the server:
• Run the phpinfo() function to
confirm your server settings.

• A phpinfo() script returns all the
information regarding your PHP
setup, including all the fileupload handling stuff.
• The phpinfo() function prints out
a slew of information about your
PHP setup.

Handling File Uploads
• If necessary, open php.ini in your text editor.
• Search the php.ini file for the configuration to be changed and make
any edits.
• Save the php.ini file and restart your web server.

• Confirm the changes by rerunning the phpinfo() script.
• If you are running Windows and need to create a temporary directory,
add a tmp folder within C:\ and make sure that everyone can write to
that directory.

Handling File Uploads
• Create a new directory, called uploads, in a
directory outside of the web root directory.
• All of the uploaded files will be permanently
stored in the upload's directory. If you’ll be
placing
your
PHP
script
in
the
C:\xampp\htdocs\ch11 directory, then create
a C:\xampp\uploads directory. Or if the files
are going in /Users/~<username>/Sites/ch11,
make a /Users/~<username>/uploads folder.
• Set the permissions on the uploads directory
so that the web server can write to it.

Handling File Uploads
• Uploading files with PHP
• Create the PHP script that does the actual file handling. There are two
parts to such a script: the HTML form and the PHP code.

• The required syntax for a form to handle a file upload has three parts:
<form enctype="multipart/form-data“ action="script.php" method="post">
<input type="hidden“ name="MAX_FILE_SIZE" value="30000">
File <input type="file“ name="upload">

• The enctype part of the initial form tag indicates that the form should be
able to handle multiple types of data, including files.

Handling File Uploads
• Uploading files with PHP
• If you want to accept file uploads, you must include this enctype! Also
note that the form must use the POST method. The MAX_FILE_SIZE
hidden input is a form restriction on how large the chosen file can be, in
bytes, and must come before the file input.
• Upon form submission, the uploaded file can be accessed using the
$_FILES superglobal. The variable will be an array of values.
• Once the file has been received by the PHP script, the
move_uploaded_file() function can transfer it from the temporary
directory to its permanent location.

Handling File Uploads
• To handle file uploads in PHP:
• Create a new PHP document in your text editor or IDE, to be named
upload_image.php

• Check if the form has been submitted and that a file was selected:
if ($_SERVER['REQUEST_METHOD'] = =
'POST') {
if (isset($_FILES['upload'])) {

• You could also validate the size of the uploaded file to determine if it fits

within the acceptable range (refer to the $_FILES[‘upload’][ ‘size’]
value).

Handling File Uploads
• To handle file uploads in PHP:
• Check that the uploaded file is of the proper type:
$allowed = ['image/pjpeg’, 'image/jpeg', 'image/JPG’, 'image/X-PNG', 'image/PNG',
'image/png', 'image/x-png'];
if (in_array($_FILES['upload’] ['type'], $allowed)) {

• Copy the file to its new location on the server:
if (move_uploaded_file ($_FILES['upload']['tmp_name'],
"../uploads/{$_FILES['upload’] ['name']}")) {
echo '<p><em>The file has been uploaded!</em></p>';
} // End of move... IF.

Handling File Uploads
• To handle file uploads in PHP:
• Complete the image type and isset ($_FILES[‘upload’]) conditionals:
} else { // Invalid type
echo '<p class="error"> Please upload a JPEG or PNG image.</p>';
}
} // End of isset($_FILES
['upload']) IF.

• Check for, and report on, any errors:
if ($_FILES['upload'][ 'error’] > 0) {
echo '<p class="error">The file could not be uploaded because:
<strong>';

Handling File Uploads
• To handle file uploads in PHP:
• Begin a switch that prints a more detailed error:
switch ($_FILES['upload']['error']) {
case 1:
print 'The file exceeds the upload_max_filesize setting in php.ini.';
break;
case 2:
print 'The file exceeds the MAX_FILE_SIZE setting in the HTML form.';
break;
case 3:
print 'The file was only partially uploaded.';
break;
case 4:
print 'No file was uploaded.';
break;

Handling File Uploads
• To handle file uploads in PHP:
• Complete the switch:
case 6:
print 'No temporary folder was available. ';
break;
case 7:
print 'Unable to write to the disk. ';
break;
case 8:
print 'File upload stopped. ';
break;
default:
print 'A system error occurred. ';
break;
} // End of switch.

Handling File Uploads
• To handle file uploads in PHP:
• Complete the error if conditional:
print '</strong></p>';
} // End of error IF.

• Delete the temporary file if it still exists:
if (file_exists ($_FILES['upload']
['tmp_name']) && is_file($_FILES ['upload'][ 'tmp_name']) ) {
unlink ($_FILES['upload’] ['tmp_name']);
}

• Complete the PHP section:
} // End of the submitted conditional.
?>

Handling File Uploads
1. .<!doctype html>
2. <html lang="en">
3. <head>
4.
<meta charset="utf-8">
5.
<title>Upload an Image</title>
6.
<style>
7.
.error {
8.
font-weight: bold;
9.
color: #C00;
10.
}
11. </style>
12. </head>
13. <body>
14. <?php # Script 11.2 - upload_image.php
15. // Check if the form has been submitted:
16. if ($_SERVER['REQUEST_METHOD'] == 'POST') {
17.
// Check for an uploaded file:
18.
if (isset($_FILES['upload'])) {
19.
// Validate the type. Should be JPEG or PNG.
20.
$allowed = ['image/pjpeg', 'image/jpeg', 'image/JPG', 'image/X-PNG', 'image/PNG', 'image/png', 'image/x-png'];
21.
if (in_array($_FILES['upload']['type'], $allowed)) {
22.
// Move the file over.
23.
if (move_uploaded_file ($_FILES['upload']['tmp_name'], "../uploads/{$_FILES['upload']['name']}")) {
24.
echo '<p><em>The file has been uploaded!</em></p>';
25.
} // End of move... IF.
26. } else { // Invalid type.
27. echo '<p class="error">Please upload a JPEG or PNG image.</p>';
28. }
29. } // End of isset($_FILES['upload']) IF.

Handling File Uploads
30. // Check for an error:
31.
if ($_FILES['upload']['error'] > 0) {
32.
echo '<p class="error">The file could not be uploaded because: <strong>';
33.
// Print a message based upon the error.
34.
switch ($_FILES['upload']['error']) {
35.
case 1:
36.
print 'The file exceeds the upload_max_filesize setting in php.ini.';
37.
break;
38.
case 2:
39.
print 'The file exceeds the MAX_FILE_SIZE setting in the HTML form.';
40.
break;
41.
case 3:
42.
print 'The file was only partially uploaded.';
43.
break;
44.
case 4:
45.
print 'No file was uploaded.';
46.
break;
47.
case 6:
48.
print 'No temporary folder was available.';
49.
break;
50.
case 7:
51.
print 'Unable to write to the disk.';
52.
break;
53.
case 8:
54.
print 'File upload stopped.';
55.
break;
56.
default:
57.
print 'A system error occurred.';
58.
break;
59.
} // End of switch.

Handling File Uploads
60.print '</strong></p>';
61.
} // End of error IF.
62.
// Delete the file if it still exists:
63.
if (file_exists ($_FILES['upload']['tmp_name']) && is_file($_FILES['upload']['tmp_name']) ) {
64.
unlink ($_FILES['upload']['tmp_name']);
65.
}
66. } // End of the submitted conditional.
67. ?>
68. <form enctype="multipart/form-data" action="upload_image.php" method="post">
69.
<input type="hidden" name="MAX_FILE_SIZE" value="524288">
70.
<fieldset><legend>Select a JPEG or PNG image of 512KB or smaller to be uploaded:</legend>
71.
<p><strong>File:</strong> <input type="file" name="upload"></p>
72.
</fieldset>
73.
<div align="center"><input type="submit" name="submit" value="Submit"></div>
74. </form>
75. </body>
76. </html>

Handling File Uploads

The result upon successfully
uploading and moving a file.

The result upon attempting to
upload a file that is too large.

PHP and JavaScript
• PHP and JavaScript are fundamentally different technologies, they
can be used together to make better websites.
• The most significant difference between the two languages is that
JavaScript is primarily client-side (meaning it runs in the browser)
and PHP is always server-side.

• JavaScript can do such things as detect the size of the browser
window, create pop-up windows, and react to mouseovers, whereas
PHP can do nothing like these things. Conversely, PHP can interact
with MySQL on the server, but (browser-based) JavaScript cannot.

PHP and JavaScript
• create one PHP script that lists all the images uploaded by the
upload_image.php script.
• The PHP script will also create each image name as a clickable
link. The links themselves will call a JavaScript function that
creates a pop-up window.
• The pop-up window will show the clicked image.

PHP and JavaScript

Each image’s name is linked as a call to a
JavaScript function. The function call’s
parameters are created by PHP.

This PHP page dynamically creates a list
of all the uploaded images.

PHP and JavaScript
• Creating the JavaScript File
• First, JavaScript code can be added to an HTML page in one of two
ways: inline or through an external file. To add inline JavaScript, place
the JavaScript code between HTML script tags:
<script>
// Actual JavaScript code.
</script>

• To use an external JavaScript file, add an src attribute to the script tag:
<script src="somefile.js"></script>

PHP and JavaScript
• Creating the JavaScript File
• JavaScript files use a .js extension. The file should use the same
encoding (as set in your text editor or IDE) as the HTML script that will
include the file. You can indicate the file’s encoding in the script tag:
<script charset="utf-8“ src="somefile.js">
</script>

• Whether you place your JavaScript code within script tags or in an
external file, there are no opening and closing JavaScript tags, like the
opening and closing PHP tags.
• variables in JavaScript are case-sensitive, just like PHP, but variables
in JavaScript do not begin with dollar signs.

PHP and JavaScript
• To create JavaScript with PHP:
• Begin a new JavaScript document in your text editor or IDE, to be
named function.js (Script 11.3)

• Script 11.3 The function.js script defines a JavaScript function for
creating the pop-up window that will show an individual image.
• Begin the JavaScript function
function create_window(image, width, height) {

• Add 10 pixels to the received width and height values

PHP and JavaScript
• To create JavaScript with PHP:
• Resize the pop-up window if it is already open:
if (window.popup && !window.popup.closed) {
window.popup.resizeTo(width, height);
}

• Determine the properties of the pop-up window:
var specs = "location=no, scrollbars=no, menubar=no, toolbar=no,resizable=yes,left=0,
top=0,width=" +width + ",height=" + height;

• Define the URL:
var url = "show_image.php?image=“ + image;

PHP and JavaScript
• To create JavaScript with PHP:
• Create the pop-up window:
popup = window.open(url, "ImageWindow", specs);
popup.focus();

• Save the script as function.js.
• Place the script, or a copy, in the js folder of your web directory.
• JavaScript, like CSS, ought to be separated out when organizing your
web directory. Normally, external JavaScript files are placed in a folder
named js, javascript, or scripts.

PHP and JavaScript
1. // Script 11.3 - function.js
2. // Make a pop-up window function:
3. function create_window(image, width, height) {
4.
// Add some pixels to the width and height:
5.
width = width + 10;
6.
height = height + 10;
7.
// If the window is already open,
8.
// resize it to the new dimensions:
شرحها ع املاشي
9.
if (window.popup && !window.popup.closed) {
10.
window.popup.resizeTo(width, height);
11.
}
12.
// Set the window properties:
13.
var specs = "location=no,scrollbars=no,menubar=no,toolbar=no,resizable=yes,left=0,top=0,width="
+ width + ",height=" + height;
14.
// Set the URL:
15.
var url = "show_image.php?image=" + image;
16.
// Create the pop-up window:
17.
popup = window.open(url, "ImageWindow", specs);
18.
popup.focus();
19. } // End of function.

PHP and JavaScript
• Creating the PHP Script
• The purpose of this script is to list all the images already uploaded by
upload_image.php.

تضيف جميع امللفات املوجودة في الدايركتوري

• PHP needs to dynamically retrieve the contents of the uploads
directory. That can be done via the scandir() function. It returns an
array listing the files in a given directory (it was added in PHP 5).
• The PHP script must link each displayed image name as a call to the
just-defined JavaScript function.

PHP and JavaScript
• Creating the PHP Script
• That function expects to receive three arguments: the image’s name,
its width, and its height. For PHP to find these last two values, the
script will use the getimagesize() function.

• To create JavaScript with PHP:
• Begin a new PHP document in your text editor or IDE, to be named
images.php (Script 11.4).
• The images.php script uses JavaScript and PHP to create links to
images stored on the server. The images will be viewable through
show_image.php

PHP and JavaScript
• To create JavaScript with PHP:
• Include the JavaScript file.
• Complete the HTML head and begin the body.
• Begin an HTML unordered list.

• Start the PHP code and create an array of images by referring to the
uploads directory.
• Begin looping through the $files array

PHP and JavaScript
• To create JavaScript with PHP:
•
•
•
•
•

Get the image information and encode its name.
Print the list item.
Complete the if conditional, the foreach loop, and the PHP section.
Complete the unordered list and the HTML page
Save the file as images.php, place it in your web directory (in the same
directory as upload_image.php), and test it in your browser.
• View the source code to see the dynamically generated links.

Understanding HTTP Headers
• The images.php script, just created, displays a list of image names,
each of which is linked to a JavaScript function call.
• JavaScript function creates a pop-up window which loads a PHP
script that will reveal the image.
• The images are being stored in the uploads directory, ideally stored
outside of the web root directory, the images cannot be viewed
directly in the browser using either of the following:
http://www.example.com/uploads/image.png
or
<img src="image.png">

Understanding HTTP Headers
• HTTP (Hypertext Transfer Protocol) is the technology at the
heart of the web and defines the way clients and servers
communicate. When a browser requests a page, it receives a
series of HTTP headers in return.
• PHP’s built-in header() function can be used to take advantage
of this protocol.
• In theory, the header() function is easy to use. Its syntax is
header(header string);

Understanding HTTP Headers
• To use the header() function:
• Begin a new PHP document in your text editor or IDE, to be named
show_image.php (Script 11.5).
• Check for an image name.
• Validate the image’s extension.
• Check that the image is a file on the server.
• Set the value of the flag variable to the image’s name.
• Complete the conditionals begun in Steps 2, 3, and 4.
• If no valid image was received by this page, use a default image.
• Retrieve the image’s information.
• Send the file
• Save the file as show_image.php, place it in your web directory, in the same
folder as images.php, and test it in your browser by clicking a link in
images.php.

Understanding HTTP Headers

شرحها

1. <?php # Script 11.5 - show_image.php
2. // This page displays an image.
3. $name = FALSE; // Flag variable:
4. // Check for an image name in the URL:
5. if (isset($_GET['image'])) {
6.
// Make sure it has an image's extension:
7.
$ext = strtolower ( substr ($_GET['image'], -4));
8.
if (($ext == '.jpg') OR ($ext == 'jpeg') OR ($ext == '.png')) {
9.
// Full image path:
10.
$image = "../uploads/{$_GET['image']}";
11.
// Check that the image exists and is a file:
12.
if (file_exists($image) && (is_file($image))) {
13.
// Set the name as this image:
14.
$name = $_GET['image'];
15.
} // End of file_exists() IF.
16.
} // End of $ext IF.
17. } // End of isset($_GET['image']) IF.
18. // If there was a problem, use the default image:
19. if (!$name) {
20.
$image = 'images/unavailable.png';
21.
$name = 'unavailable.png';
22. }

Understanding HTTP Headers
23. // Get the image information:
24. $info = getimagesize($image);
25. $fs = filesize($image);
26. // Send the content information:
27. header ("Content-Type: {$info['mime']}\n");
28. header ("Content-Disposition: inline; filename=\"$name\"\n");
29. header ("Content-Length: $fs\n");
30. // Send the file:
31. readfile($image);

ركزو على الفنكشن وايش تسوي في جميع الشباتر

Date and Time Functions
• Chapter 5, “Introduction to SQL,” demonstrates a handful of
great date and time functions that MySQL supports. Naturally,
PHP has its own date and time functions.
• There’s date_default_timezone_set(). This function is used to
establish the default time zone (which can also be set in PHP’s
configuration file).
date_default_timezone_set(tz);

• The tz value is a string like America/New_York or
Pacific/Auckland.
• The checkdate() function takes a month, a day, and a year and
returns a Boolean value indicating whether that date exists (or
true or false تاخذ
existed).
if (checkdate(month, day, year)) { // OK!

Date and Time Functions
• To use the date and time functions:
• Open images.php (Script 11.4) in your text editor or IDE, if you haven’t
already.
• As the first line of code after the opening PHP tag, establish the time
zone (Script 11.6).
• Within the foreach loop, after getting the image’s dimensions, calculate
its file size.
• Change the echo statement so that it also prints the file size and
modification date.
• Save the file as images.php, place it in your web directory, and test it in
your browser.

To use the date and time functions
1. <!doctype html>
2. <html lang="en">
3. <head>
4.
<meta charset="utf-8">
5.
<title>Images</title>
6.
<script charset="utf-8" src="js/function.js"></script>
7. </head>
8. <body>
9. <p>Click on an image to view it in a separate window.</p>
10. <ul>
11. <?php # Script 11.6 - images.php
12. // This script lists the images in the uploads directory.
13. // This version now shows each image's file size and uploaded date and time.
14. // Set the default timezone:
15. date_default_timezone_set('America/New_York');
16. $dir = '../uploads'; // Define the directory to view.
17. $files = scandir($dir); // Read all the images into an array.
18. // Display each image caption as a link to the JavaScript function:
19. foreach ($files as $image) {

To use the date and time functions
20. if (substr($image, 0, 1) != '.') { // Ignore anything starting with a period.
21.
// Get the image's size in pixels:
22.
$image_size = getimagesize("$dir/$image");
23.
// Calculate the image's size in kilobytes:
24.
$file_size = round( (filesize("$dir/$image")) / 1024) . "kb";
25.
// Determine the image's upload date and time:
26.
$image_date = date("F d, Y H:i:s", filemtime("$dir/$image"));
27.
// Make the image's name URL-safe:
28.
$image_name = urlencode($image);
29.
// Print the information:
30.
echo "<li><a
href=\"javascript:create_window('$image_name',$image_size[0],$image_size[1])\">$image</a> $file_size
($image_date)</li>\n";
31.
} // End of the IF.
32. } // End of the foreach loop.
33. ?>
34. </ul>
35. </body>
36. </html>

Performing Transactions
• Chapter 7, “Advanced SQL and MySQL,” demonstrates how to
perform transactions using the mysql client.
• A database transaction is a sequence of steps that can be
guaranteed to all execute or all fail.
• To perform transactions with a PHP script, first disable the
autocommit behavior.
• To handle file uploads in PHP:
• Create a new PHP document in your text editor or IDE, to be named
transfer.php (Script 11.7).

Performing Transactions
• To handle file uploads in PHP:

• Create a database connection.
• Check if the form has been submitted and that the minimum requirements are
met.
• Make sure there are enough funds to be transferred.
• Turn autocommit off and update the “from” account.
• Update the “to” account.
• Commit the transactions and indicate success.
• Upon error, roll back the transaction and print a message.
• Complete the validation and form submission conditionals.
• Retrieve every account.
• Create the HTML form
• Close the database connection
• Complete the PHP and HTML page
• Save the file as transfer.php

To handle file uploads in PHP
عدى عليها = حقت بنك ومدري اايش
1. <!doctype html>
2. <html lang="en">
3. <head>
4.
<meta charset="utf-8">
5.
<title>Transfer Funds</title>
6. </head>
7. <body>
8. <h1>Transfer Funds</h1>
9. <?php # Script 11.7 - transfer.php
10. // This page performs a transfer of funds from one account to another.
11. // This page uses transactions.
12. // Always need the database connection:
13. $dbc = mysqli_connect('localhost', 'root', 'password', 'banking') OR die('Could not connect to MySQL:
' . mysqli_connect_error() );
14. // Check if the form has been submitted:
15. if ($_SERVER['REQUEST_METHOD'] == 'POST') {
16.
// Minimal form validation:
17.
if (isset($_POST['from'], $_POST['to'], $_POST['amount']) &&
18.
is_numeric($_POST['from']) && is_numeric($_POST['to']) && is_numeric($_POST['amount']) ) {
19. $from = $_POST['from'];
20.
$to = $_POST['to'];
21.
$amount = $_POST['amount'];
22.
// Make sure enough funds are available:
23.
$q = "SELECT balance FROM accounts WHERE account_id=$from";

To handle file uploads in PHP
24. $r = @mysqli_query($dbc, $q);
25.
$row = mysqli_fetch_array($r, MYSQLI_ASSOC);
26.
if ($amount > $row['balance']) {
27.
echo '<p class="error">Insufficient funds to complete the transfer.</p>';
28.
} else {
29.
// Turn autocommit off:
30.
mysqli_autocommit($dbc, FALSE);
31.
$q = "UPDATE accounts SET balance=balance-$amount WHERE account_id=$from";
32.
$r = @mysqli_query($dbc, $q);
33.
if (mysqli_affected_rows($dbc) == 1) { // If it ran OK.
34.
$q = "UPDATE accounts SET balance=balance+$amount WHERE account_id=$to";
35.
$r = @mysqli_query($dbc, $q);
36.
if (mysqli_affected_rows($dbc) == 1) { // If it ran OK.
37. mysqli_commit($dbc);
38.
echo '<p>The transfer was a success!</p>';
39.
} else {
40.
mysqli_rollback($dbc);
41.
echo '<p>The transfer could not be made due to a system error. We apologize for any
inconvenience.</p>'; // Public message.
42.
echo '<p>' . mysqli_error($dbc) . '<br>Query: ' . $q . '</p>'; // Debugging message.
43.
}
44.
} else {

To handle file uploads in PHP
45. // Turn autocommit off:
46.
mysqli_autocommit($dbc, FALSE);
47.
$q = "UPDATE accounts SET balance=balance-$amount WHERE account_id=$from";
48.
$r = @mysqli_query($dbc, $q);
49.
if (mysqli_affected_rows($dbc) == 1) { // If it ran OK.
50.
$q = "UPDATE accounts SET balance=balance+$amount WHERE account_id=$to";
51.
$r = @mysqli_query($dbc, $q);
52.
if (mysqli_affected_rows($dbc) == 1) { // If it ran OK.
53. mysqli_commit($dbc);
54.
echo '<p>The transfer was a success!</p>';
55.
} else {
56.
mysqli_rollback($dbc);
57.
echo '<p>The transfer could not be made due to a system error. We apologize
inconvenience.</p>'; // Public message.
58.
echo '<p>' . mysqli_error($dbc) . '<br>Query: ' . $q . '</p>'; // Debugging
59.
}
60.
} else {
61.
mysqli_rollback($dbc);
62.
echo '<p>The transfer could not be made due to a system error. We apologize
inconvenience.</p>'; // Public message.
63.
echo '<p>' . mysqli_error($dbc) . '<br>Query: ' . $q . '</p>'; // Debugging
64.
}
65. }

for any
message.

for any
message.

To handle file uploads in PHP
66. } else { // Invalid submitted values.
67. echo '<p class="error">Please select a valid "from" and "to" account and enter a numeric amount to
transfer.</p>';
68. }
69. } // End of submit conditional.
70. // Always show the form...
71. // Get all the accounts and balances as OPTIONs for the SELECT menus:
72. $q = "SELECT account_id, CONCAT(last_name, ', ', first_name) AS name, type, balance FROM accounts
LEFT JOIN customers USING (customer_id) ORDER BY name";
73. $r = @mysqli_query($dbc, $q);
74. $options = '';
75. while ($row = mysqli_fetch_array($r, MYSQLI_ASSOC)) {
76. $options .= "<option value=\"{$row['account_id']}\">{$row['name']} ({$row['type']})
\${$row['balance']}</option>\n";
77. }
78. // Create the form:
79. echo '<form action="transfer.php" method="post">
80. <p>From Account: <select name="from">' . $options . '</select></p>
81. <p>To Account: <select name="to">' . $options . '</select></p>
82. <p>Amount: <input type="number" name="amount" step="0.01" min="1"></p>
83. <p><input type="submit" name="submit" value="Submit"></p>
84. </form>';
85. mysqli_close($dbc);
86. ?>
87. </body>
88. </html>

Thank You
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IT405 E-portals Development
Week 12 - Cookies and Sessions

Contents
1. Making a Login Page
2. Making the Login Functions

3. Using Cookies
4. Using Sessions

5. Improving Session Security

Weekly Learning Outcomes
1. Learn to make a login page by using login functions

2. Understand cookies and sessions for web application

development

3. Learn to improve session security

Required Reading
1. Chapter 12 in PHP and MySQL for Dynamic Web
Sites, by Larry Ullman, Peachpit Press, a division of
Pearson Education, 5th edition, 2018.

Required Reading
Recommended Reading

• PHP - MySQL Login – tutorials point (Aug 20, 2021)
https://www.tutorialspoint.com/php/php_mysql_login.htm
• PHP Cookies - W3Schools (Aug 20, 2021)
https://www.w3schools.com/php/php_cookies.asp
• PHP Sessions - W3Schools (Aug 20, 2021)
https://www.w3schools.com/php/php_sessions.asp
• Sessions and Security – PHP (Aug 20, 2021)
http://php.adamharvey.name/manual/en/session.security.php

Required Reading
Videos
• How to Make Login Form in PHP and MySQL (07-Jul-2017)
https://www.youtube.com/watch?v=aIsu9SPcGbU
• What is Cookies & How to use it in PHP - In 5 Minutes (14-Apr-2020)
https://www.youtube.com/watch?v=xlQOpZh0AAM
• What is Session - PHP Session Variable - In 5 Minutes (13-Apr-2020)
https://www.youtube.com/watch?v=LTS-kRuUbSo
• PHP SESSION & Security Tutorial (14-Sep-2010)
https://www.youtube.com/watch?v=TOMLpOSlkto

Making a Login Page
• A login process involves just a few components:
• A form for submitting the login information.
• A validation routine that confirms the necessary information was
submitted
• A database query that compares the submitted information against the
stored information
• Cookies or sessions to store data that reflects a successful login

Making a Login Page

Making a login page
• To make a login page:
• Begin a new PHP page in your text editor or IDE, to be named
login_page.inc.php (Script 12.1).
• The login_page.inc.php script creates the complete login page,
including the form, and reports any errors. It will be included by other
pages that need to show the login page.
• Include the header.
$page_title = 'Login';
include('includes/header.html’);

• Print any error messages, if they exist.
• Display the form

Making a login page
• To make a login page:
• Complete the page.
• Save the file as login_page.inc.php and place it in your web directory
(in the includes folder, along with the files from Chapter 3 and Chapter
9: header.html and footer.html).

Making a login page
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

<?php # Script 12.1 - login_page.inc.php
// This page prints any errors associated with logging in
// and it creates the entire login page, including the form.
// Include the header:
$page_title = 'Login';
include('includes/header.html');
// Print any error messages, if they exist:
if (isset($errors) && !empty($errors)) {
echo '<h1>Error!</h1>
<p class="error">The following error(s) occurred:<br>';
foreach ($errors as $msg) {
echo " - $msg<br>\n";
}
echo '</p><p>Please try again.</p>';
}
// Display the form:
?><h1>Login</h1>
<form action="login.php" method="post">
<p>Email Address: <input type="email" name="email" size="20" maxlength="60"> </p>
<p>Password: <input type="password" name="pass" size="20" maxlength="20"></p>
<p><input type="submit" name="submit" value="Login"></p>
</form>
<?php include('includes/footer.html'); ?>

Making a login page

The login form and page.

Making the Login Functions
• Many pages will end up redirecting the user from one page to
another.
• Upon successfully logging in, the user will be taken to
loggedin.php. If a user accesses loggedin.php and they aren’t
logged in, they should be taken to index.php.
• Redirection uses the header() function, introduced in Chapter
11, “Web Application Development.
• The location value in the header() call should be an absolute
URL (www.example.com/page.php instead of just page.php).

Making the Login Functions
• The other bit of code that will be used by multiple scripts in this
chapter validates the login form.
• This is a three-step process:
• Confirm that an email address was provided.
• Confirm that a password was provided.
• Confirm that the provided email address and password match those
stored in the database (during the registration process).

Making the Login Functions
• To create the login functions:

• Begin a new PHP document in your text editor or IDE, to be named
login_functions.inc.php.
• Begin defining a new function.

• Start defining the URL.
• Remove any ending slashes from the URL
• Append the specific page to the URL
• Redirect the user and complete the function
• Begin a new function

Making the Login Functions
• To create the login functions:
• Validate the email address and password
• If no errors occurred, run the database query
• Check the results of the query
• If no record was selected by the query, create an error
• Complete the conditional begun in Step 9 and complete the function
• Save the file as login_functions.inc .php and place it in your web directory (in
the includes folder, along with header.html, footer.html, and
login_page.inc.php).

Making the Login Functions
• <?php # Script 12.2 - login_functions.inc.php
• // This page defines two functions used by the login/logout process.
• /* This function determines an absolute URL and redirects the user there.
• * The function takes one argument: the page to be redirected to.
• * The argument defaults to index.php.
• */
• function redirect_user($page = 'index.php') {
•
// Start defining the URL...
•
// URL is http:// plus the host name plus the current directory:
•
$url = 'http://' . $_SERVER['HTTP_HOST'] .
dirname($_SERVER['PHP_SELF']);
•
// Remove any trailing slashes:
•
$url = rtrim($url, '/\\');
•
// Add the page:
•
$url .= '/' . $page;
•
// Redirect the user:
•
header("Location: $url");
•
exit(); // Quit the script.
• } // End of redirect_user() function.

Making the Login Functions
• /* This function validates the form data (the email address and password).
• * If both are present, the database is queried.
• * The function requires a database connection.
• * The function returns an array of information, including:
• * - a TRUE/FALSE variable indicating success
• * - an array of either errors or the database result
• */
• function check_login($dbc, $email = '', $pass = '') {
•
$errors = []; // Initialize error array.
•
// Validate the email address:
•
if (empty($email)) {
•
$errors[] = 'You forgot to enter your email address.';
•
} else {
•
$e = mysqli_real_escape_string($dbc, trim($email));
•
}
•
// Validate the password:
•
if (empty($pass)) {
•
$errors[] = 'You forgot to enter your password.';
•
} else {
•
$p = mysqli_real_escape_string($dbc, trim($pass));
•
}
•
if (empty($errors)) { // If everything's OK.

Making the Login Functions
• // Retrieve the user_id and first_name for that email/password
combination:
• $q = "SELECT user_id, first_name FROM users WHERE email='$e' AND
pass=SHA2('$p', 512)";
•
$r = @mysqli_query($dbc, $q); // Run the query.
•
// Check the result:
•
if (mysqli_num_rows($r) == 1) {
•
// Fetch the record:
•
$row = mysqli_fetch_array($r, MYSQLI_ASSOC);
•
// Return true and the record:
•
return [true, $row];
• } else { // Not a match!
• $errors[] = 'The email address and password entered do not match those on
file.';
• }
•
} // End of empty($errors) IF.
• // Return false and the errors:
• return [false, $errors];
• } // End of check_login() function.

Making the Login Functions

Using Cookies
• Cookies are a way for a server
to store information on the user’s
machine. This is one way that a
site can remember or track a
user over the course of a visit.
• Think of a cookie as being like a
name tag: you tell the server
your name and it gives you a
sticker to wear. Then it can know
who you are by referring back to
that name tag .

Using Cookies
• Setting cookies:
• The most important thing to understand about cookies is that they must
be sent from the server to the client prior to any other information.
• Should the server attempt to send a cookie after the browser has
already received HTML—even an extraneous white space—an error
message will result and the cookie will not be sent.
• This is by far the most common cookie-related error, but it is easily
fixed. If you see such a message:
• Note the script and line number following output started at.
• Open that script and head to that line number.
• Remove the blank space, line, text, HTML, or whatever that is outputted by that
line.

Using Cookies
• Testing for Cookies:
• Different versions of different browsers on different platforms all define
their cookie-handling policies in different places.
• Cookies are sent via the setcookie() function:
setcookie(name, value);
setcookie('name', 'Nicole’);

• You can continue to send more cookies to the browser with subsequent
uses of the setcookie() function:
setcookie('ID', 263);
setcookie('email', 'email@example.com');

Using Cookies
• To send a cookie:
• Begin a new PHP document in your text editor or IDE, to be named
login.php.
• If the form has been submitted, include the two helper files.
• Validate the form data
• If the user entered the correct information, log them in
• Redirect the user to another page
• Complete the $check conditional (started in Step 4) and then close the
database connection.
• Complete the main submit conditional and include the login page.
• Save the file as login.php, place it in your web directory and load this
page in your browser.

Using Cookies
• Accessing cookies: like $_POST
• To retrieve a value from a cookie, you only need to refer to the
$_COOKIE superglobal, using the appropriate cookie name as the key.

• To access a cookie:
•
•
•
•
•

Begin a new PHP document in your text editor or IDE, to be named loggedin.php.
Check for the presence of a cookie
Redirect any user who is not logged in
Include the page header
Welcome the user, referencing the cookie.

Using Cookies
• To access a cookie:
• Complete the HTML page
• Save the file as, place it in your web directory (in the same folder as login.php),
and test it in your browser by logging in through .
• Use your browser’s developer tools to see the cookies being set, change the
cookie settings for your browser, and test again.

Using Cookies
• <?php # Script 12.4 - loggedin.php
• // The user is redirected here from login.php.
• // If no cookie is present, redirect the user:
• if (!isset($_COOKIE['user_id'])) {
•
•
•

// Need the functions:
require('includes/login_functions.inc.php');
redirect_user();

• }
• // Set the page title and include the HTML header:
• $page_title = 'Logged In!';
• include('includes/header.html');

•
•
•
•

// Print a customized message:
echo "<h1>Logged In!</h1>
<p>You are now logged in, {$_COOKIE['first_name']}!</p>
<p><a href=\"logout.php\">Logout</a></p>";

• include('includes/footer.html');
• ?>

Using Cookies
• Setting cookie parameters:
• The setcookie() function can take up to five more parameters, each of
which will alter the definition of the cookie.
setcookie(name, value, expiration, path, host, secure, httponly);

• The expiration argument is used to set a definitive length of time for a
cookie to exist, specified in seconds since the epoch (the epoch is
midnight on January 1, 1970).
• If it is not set or if it’s set to a value of 0, the cookie will continue to be
functional until the user closes the browser.
• To set a specific expiration time, add a number of minutes or hours to
the current moment, retrieved using the time() function.

Using Cookies
• To set a cookie’s parameters:
• Open in your text editor.
• Change the two setcookie() lines to include an expiration date that’s 60
minutes away.
• Save the script, place it in your web directory, and test it in your browser by
logging in.

• Deleting cookies
• Begin a new PHP document in your text editor or IDE, to be named
logout.php.
• Check for the existence of a user_id cookie; if it is not present, redirect the
user.
• Delete the cookies, if they exist
• Make the remainder of the PHP page
• Save the file as logout.php and place it in your web directory (in the same
folder as login.php).

To set a cookie’s parameters:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

<?php # Script 12.5 - login.php #2
// This page processes the login form submission.
// The script now adds extra parameters to the setcookie() lines.
// Check if the form has been submitted:
if ($_SERVER['REQUEST_METHOD'] == 'POST') {
// Need two helper files:
require('includes/login_functions.inc.php');
require('../mysqli_connect.php');
// Check the login:
list ($check, $data) = check_login($dbc, $_POST['email'], $_POST['pass']);
if ($check) { // OK!
// Set the cookies:
setcookie('user_id', $data['user_id'], time()+3600, '/', '', 0, 0);
setcookie('first_name', $data['first_name'], time()+3600, '/', '', 0, 0);
// Redirect:
redirect_user('loggedin.php');
} else { // Unsuccessful!
// Assign $data to $errors for login_page.inc.php:
$errors = $data;
}
mysqli_close($dbc); // Close the database connection.
} // End of the main submit conditional.
// Create the page:
include('includes/login_page.inc.php');
?>

To delete a cookie:
• <?php # Script 12.6 - logout.php
• // This page lets the user logout.
• // If no cookie is present, redirect the user:
• if (!isset($_COOKIE['user_id'])) {
•
•
•

// Need the function:
require('includes/login_functions.inc.php');
redirect_user();

• } else { // Delete the cookies:
•
setcookie('user_id', '', time()-3600, '/', '', 0, 0);
•
setcookie('first_name', '', time()-3600, '/', '', 0, 0);
• }
• // Set the page title and include the HTML header:
• $page_title = 'Logged Out!';
• include('includes/header.html');

• // Print a customized message:
• echo "<h1>Logged Out!</h1>
• <p>You are now logged out, {$_COOKIE['first_name']}!</p>";
• include('includes/footer.html');
• ?>

Using Sessions
• Another method of making data available to multiple pages of a
web site is to use sessions.
• The premise of a session is that data is stored on the server,
not in the browser, and a session identifier is used to locate a
particular user’s record (i.e., the session data).

• Setting session variables:
• The most important rule with respect to sessions is that each page that
will use them must begin by calling the session_start() function.

Using Sessions
• Sessions vs. Cookies
• They are generally more secure (because the data is being retained on
the server).
• They allow for more data to be stored.
• They can be used without cookies.
• Whereas cookies have the following advantages over sessions:
• They are easier to program.
• They require less of the server.
• They can be made to last far longer.

Using Sessions
• To begin a session:
• Open login.php (refer to Script 12.5) in your text editor or IDE.
• Replace the setcookie() lines (18–19) with these lines (Script 12.8)
• Save the page as login.php, place it in your web directory, and test it in
your browser.

To begin a session:
•
•
•
•
•
•
•
•

<?php # Script 12.8 - login.php #3
// This page processes the login form submission.
// The script now uses sessions.
// Check if the form has been submitted:
if ($_SERVER['REQUEST_METHOD'] == 'POST') {
// Need two helper files:
require('includes/login_functions.inc.php');
require('../mysqli_connect.php');

•
•

// Check the login:
list ($check, $data) = check_login($dbc, $_POST['email'], $_POST['pass']);

•

if ($check) { // OK!

•
•
•
•

// Set the session data:
session_start();
$_SESSION['user_id'] = $data['user_id'];
$_SESSION['first_name'] = $data['first_name'];

•
•

// Redirect:
redirect_user('loggedin.php');

•

} else { // Unsuccessful!

•
•

// Assign $data to $errors for login_page.inc.php:
$errors = $data;

•

}

•

mysqli_close($dbc); // Close the database connection.

•

} // End of the main submit conditional.

•
•
•

// Create the page:
include('includes/login_page.inc.php');
?>

Using Sessions
• Accessing session variables
• Once a session has been started and variables have been registered
to it, you can create other scripts that will access those variables.

• Each script must first enable sessions using session_start().
• To access session variables:
• Open loggedin.php (refer to Script 12.4) in your text editor or IDE.
• Add a call to the session_start() function (Script 12.9):
session_start();

• Replace the references to $_COOKIE with $_SESSION (lines 5 and 19 of the
original file)

To access session variables:
• <?php # Script 12.9 - loggedin.php #2
• // The user is redirected here from login.php.
• session_start(); // Start the session.
• // If no session value is present, redirect the user:
• if (!isset($_SESSION['user_id'])) {
•
•
•
•
•
•
•

}
// Set the page title and include the HTML header:
$page_title = 'Logged In!';
include('includes/header.html');

•
•
•
•

// Print a customized message:
echo "<h1>Logged In!</h1>
<p>You are now logged in, {$_SESSION['first_name']}!</p>
<p><a href=\"logout.php\">Logout</a></p>";

// Need the functions:
require('includes/login_functions.inc.php');
redirect_user();

• include('includes/footer.html');
• ?>

Using Sessions
• To access session variables:
• Save the file as loggedin.php, place it in your web directory, and test it in your
browser.
• Replace the reference to $_COOKIE with $_SESSION in header.html (from Script
12.7 to Script 12.10):
• Save the header file, place it in your web directory (in the includes folder), and
test it in your browser.

• Deleting session variables:
• When using sessions, you ought to create a method of deleting the session data.
• To delete an individual session variable, use the unset() function.
• But to delete every session variable, you shouldn’t use unset(); instead, reset the
$_SESSION array.

Using Sessions
• To delete a session:
• Open logout.php (Script 12.6) in your text editor or IDE.
• Immediately after the opening PHP line, start the session (Script 12.11):
session_start();

• Change the conditional so that it checks for the presence of a session variable.
• Replace the setcookie() lines (that delete the cookies) with:
$_SESSION = [];
session_destroy();
setcookie('PHPSESSID', '',
time()-3600, '/', '', 0, 0);

• Remove the reference to $_COOKIE in the message:
echo "<h1>Logged Out!</h1>
<p>You are now logged out!</p>";

• Save the file as logout.php, place it in your web directory, and test it in your

browser.

Improving Session Security
• Security becomes more of an issue. With sessions there are
two areas to pay attention to: the session ID, which is a
reference point to the session data, and the session data itself,
stored on the server.
• The session ID is the key to the session data.

• It is possible in PHP to use sessions without cookies, but that
leaves the application vulnerable to session hijacking: If
malicious user Alice can learn user Bob’s session ID, Alice can
easily trick a server into thinking that Bob’s session ID is also
Alice’s session ID.

Improving Session Security
• Changing the Session Behavior:
• All changes must be made before calling session_start().
• The same changes must be made on every page that uses sessions.
• Most of the settings can be set within a PHP script using the ini_set()
function.

• To use sessions more securely:
• Open login.php (refer to Script 12.8) in your text editor or IDE.
• After assigning the other session variables, also store
HTTP_USER_AGENT value:
$_SESSION['agent'] = sha1
($_SERVER['HTTP_USER_AGENT']);

the

Improving Session Security
• To use sessions more securely:
• Save the file and place it in your web directory.
• Open loggedin.php (Script 12.9) in your text editor or IDE.
• Change the !isset($_SESSION[‘user_id’]) conditional to (Script 12.13):
if (!isset($_SESSION['agent']) OR
($_SESSION['agent'] != sha1
($_SERVER['HTTP_USER_AGENT']) )) {

• Save this file, place it in your web directory, and test in your browser by
logging in.

To use sessions more securely:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

<?php # Script 12.12 - login.php #4
// This page processes the login form submission.
// The script now stores the HTTP_USER_AGENT value for added security.
// Check if the form has been submitted:
if ($_SERVER['REQUEST_METHOD'] == 'POST') {
// Need two helper files:
require('includes/login_functions.inc.php');
require('../mysqli_connect.php');
// Check the login:
list ($check, $data) = check_login($dbc, $_POST['email'], $_POST['pass']);
if ($check) { // OK!
// Set the session data:
session_start();
$_SESSION['user_id'] = $data['user_id'];
$_SESSION['first_name'] = $data['first_name'];

تشفير

// Store the HTTP_USER_AGENT:
$_SESSION['agent'] = sha1($_SERVER['HTTP_USER_AGENT']);
// Redirect:
redirect_user('loggedin.php');
} else { // Unsuccessful!
// Assign $data to $errors for login_page.inc.php:
$errors = $data;
}
mysqli_close($dbc); // Close the database connection.
} // End of the main submit conditional.
// Create the page:
include('includes/login_page.inc.php');
?>

Improving Session Security
• Preventing Session Fixation:
• Another specific kind of session attack is known as session fixation.
• This approach is the opposite of session hijacking.
• Instead of malicious user Alice finding and using Bob’s session ID, she
creates her own session ID (perhaps by logging in legitimately), and
then gets Bob to access the site using that session.
• The session_regenerate_id() does just that, providing a new session ID
to refer to the current session data.

Thank You
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IT405 E-portals Development
Week 13 - Security Methods

Contents
1. Preventing Spam
2. Validating Data by Type

3. Validating Files by Type
4. Preventing XSS Attacks

5. Using the Filter Extension
6. Preventing SQL Injection Attacks

7. Securing Passwords with PHP

Weekly Learning Outcomes
1. Explain how to prevent spam by using security methods
2. Understand the concept of validating date by type and
validating files by type

3. Learn to prevent XSS attacks and filter extension
4. Learn SQL injection attacks

5. Learn securing passwords with PHP

Required Reading
1. Chapter 13 in PHP and MySQL for Dynamic Web
Sites, by Larry Ullman, Peachpit Press, a division of
Pearson Education, 5th edition, 2018.

Required Reading
Recommended Reading

• 8 Ways to Protect Web Forms from Spam (Aug 20, 2021)
https://zinoui.com/blog/protect-web-forms-from-spam
• PHP Date/Time Functions – W3Schools (Aug 20, 2021)
https://www.w3schools.com/php/php_ref_date.asp
• File Upload Validation in PHP – etutorialspoint (Aug 20, 2021)
https://www.etutorialspoint.com/index.php/57-file-upload-validation-in-php
• How to prevent XSS with HTML/PHP? – GeeksforGeeks (Aug 20, 2021)
https://www.geeksforgeeks.org/how-to-prevent-xss-with-html-php
• The PHP Filter Extension – W3Schools (Aug 20, 2021)
https://www.w3schools.com/php/php_filter.asp
• SQL injection – portswigger (Aug 20, 2021)
https://portswigger.net/web-security/sql-injection
• Secure passwords with PHP – thisinterestsme (Aug 20, 2021)
https://thisinterestsme.com/secure-passwords-with-php

Required Reading
Videos
• Prevent XSS Attacks. Escape Strings in PHP (18-Jun-2015)
https://www.youtube.com/watch?v=pc0V9hJpE54
• SQL Injection Attacks - Explained in 5 Minutes (18-Aug-2020)
https://www.youtube.com/watch?v=FHCTfA9cCXs
• PHP Password Security (27-Apr-2020)
https://www.youtube.com/watch?v=nLb5GodBTFo

Preventing Spam
• Spam is nothing short of a plague, cluttering up the Internet and
email inboxes.
• The header includes such information as the to and from
addresses, the subject, the date, and more.
• Each item in the header is on its own line, in the format Name:
value. The body of the email is exactly what you think it is: the
actual body text of the email.

Preventing Spam
• A Security Approach:
• The most important concept to understand about security is that it’s not
a binary state: don’t think of a website or script as being either secure
or not secure.
• Security isn’t a switch that you turn on and off; it’s a scale that you can
move up and down.
• Increased security normally means more code, more checks, and more
required of the server.
• When developing web applications, the goal is to achieve a level of
security that’s appropriate for the particular situation.

Preventing Spam
• To prevent spam:
• Open email.php (Script 11.1) in your text editor or IDE.
• After checking for the form submission, begin defining a function (Script
13.1):
function spam_scrubber($value) {

• Create a list of really bad things that wouldn’t be in a legitimate contact
form submission.
$very_bad = ['to:', 'cc:', 'bcc:',
'content-type:', 'mime-version:',
'multipart-mixed:',
'content-transfer-encoding:'];

Preventing Spam
• To prevent spam:
• Loop through the array. If a very bad thing is found, return an empty
string instead.
foreach ($very_bad as $v) {
if (stripos($value, $v) !== false) return ‘’;
}

• Replace any newline characters with spaces
$value = str_replace(["\r", "\n", "%0a", "%0d"], ' ', $value);

• Return the value and complete the function.
return trim($value);
} // End of spam_scrubber()
function.

Preventing Spam
• To prevent spam:
• After the function definition, invoke the spam_scrubber() function.
$scrubbed = array_map ('spam_scrubber', $_POST);

• Change the form validation to use this new array.
if (!empty($scrubbed['name’])
&& !empty($scrubbed['email’])
&& !empty($scrubbed['comments']) ) {

• Change the creation of the $body variable so that it uses the clean
values.
$body="Name:
{$scrubbed['name']}\n\nComments:
{$scrubbed['comments']}";

Preventing Spam
• To prevent spam:
• Change the invocation of the mail() function to use the clean email
address.
mail('your_email@example.com’, 'Contact Form Submission', $body,
"From: {$scrubbed['email']}");

• Change line 30 (of the original script) to clear the $scrubbed array
instead of the $_POST array.
$scrubbed = [];

• Change the form so that it uses the $scrubbed version of the values.
• Save the script as email.php, place it in your web directory, and test it
in your browser.

To prevent spam:
•
•
•
•
•
•
•
•
•
•

<!doctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Contact Me</title>
</head>
<body>
<h1>Contact Me</h1>
<?php # Script 13.1 - email.php #2
// This version now scrubs dangerous strings from the submitted input.

• // Check for form submission:
• if ($_SERVER['REQUEST_METHOD'] == 'POST') {
•
/* The function takes one argument: a string.
•
* The function returns a clean version of the string.
•
* The clean version may be either an empty string or
•
* just the removal of all newline characters.
•
*/
•
function spam_scrubber($value) {
•
// List of very bad values:
•
$very_bad = ['to:', 'cc:', 'bcc:', 'content-type:', 'mime-version:', 'multipart-mixed:',
'content-transfer-encoding:'];
•
// If any of the very bad strings are in
•
// the submitted value, return an empty string:
•
foreach ($very_bad as $v) {
•
if (stripos($value, $v) !== false) return '';
•
}

To prevent spam:
• // Replace any newline characters with spaces:
•
$value = str_replace(["\r", "\n", "%0a", "%0d"], ' ', $value);
•
// Return the value:
•
return trim($value);
•
} // End of spam_scrubber() function.
•
// Clean the form data:
•
$scrubbed = array_map('spam_scrubber', $_POST);
•
// Minimal form validation:
•
if (!empty($scrubbed['name']) && !empty($scrubbed['email']) && !empty($scrubbed['comments']) )
{
•
// Create the body:
•
$body = "Name: {$scrubbed['name']}\n\nComments: {$scrubbed['comments']}";
•
// Make it no longer than 70 characters long:
•
$body = wordwrap($body, 70);
•
// Send the email:
•
mail('your_email@example.com', 'Contact Form Submission', $body, "From: {$scrubbed['email']}");
•
// Print a message:
•
echo '<p><em>Thank you for contacting me. I will reply some day.</em></p>';
•
// Clear $scrubbed (so that the form's not sticky):
•
$scrubbed = [];
•
} else {
•
echo '<p style="font-weight: bold; color: #C00">Please fill out the form
completely.</p>';
•
}
• } // End of main isset() IF.

To prevent spam:
• // Create the HTML form:
• ?>
• <p>Please fill out this form to contact me.</p>
• <form action="email.php" method="post">
•
<p>Name: <input type="text" name="name" size="30" maxlength="60" value="<?php if
(isset($scrubbed['name'])) echo $scrubbed['name']; ?>"></p>
•
<p>Email Address: <input type="email" name="email" size="30" maxlength="80" value="<?php
if (isset($scrubbed['email'])) echo $scrubbed['email']; ?>"></p>
•
<p>Comments: <textarea name="comments" rows="5" cols="30"><?php if
(isset($scrubbed['comments'])) echo $scrubbed['comments']; ?></textarea></p>
•
<p><input type="submit" name="submit" value="Send!"></p>
• </form>
• </body>
• </html>

Validating Data by Type
• PHP supports many types of data: strings, numbers (integers
and floats), arrays, and so on. For each of these, there’s a
specific function that checks if a variable is of that type.
• Two Validation Approaches:
• A large part of security is based on validation: if data comes from
outside of the server—from HTML forms, the URL, cookies—it can’t be
trusted.
• There are two types of validation: whitelist and blacklist.
• Many security experts prefer the whitelist approach, but it can’t always
be used.
• In PHP, you can even change a variable’s type after it’s been assigned
a value. Doing so is called typecasting

Validating Data by Type
• To use typecasting:
• Begin a new PHP document in your text editor or IDE, to be named
calculator.php.
• Check if the form has been submitted.
• Cast all the variables to a specific type.
• Check if the variables have proper values.
• Calculate and print the results.
• Complete the conditionals.
• Begin the HTML form.
• Complete the HTML form.
• Complete the HTML page.
• Save the file as calculator.php, place it in your web directory, and test it in
your browser.

Validating Data by Type
• To use typecasting:
• Begin a new PHP document in your text editor or IDE, to be named
calculator.php.
• Check if the form has been submitted.
• Cast all the variables to a specific type.
• Check if the variables have proper values.
• Calculate and print the results.
• Complete the conditionals.
• Begin the HTML form.
• Complete the HTML form.
• Complete the HTML page.
• Save the file as calculator.php, place it in your web directory, and test it in
your browser.

To use typecasting:
•
•
•
•
•
•
•
•
•

<!doctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Widget Cost Calculator</title>
</head>
<body>
<?php # Script 13.5 - calculator.php #2
// This version of the script uses the Filter extension instead of typecasting.

• // Check if the form has been submitted:
• if ($_SERVER['REQUEST_METHOD'] == 'POST') {
•
// Sanitize the variables:
•
$quantity = (isset($_POST['quantity'])) ? filter_var($_POST['quantity'],
FILTER_VALIDATE_INT, ['min_range' => 1]) : NULL;
•
$price = (isset($_POST['price'])) ? filter_var($_POST['price'],
FILTER_SANITIZE_NUMBER_FLOAT, FILTER_FLAG_ALLOW_FRACTION) : NULL;
•
$tax = (isset($_POST['tax'])) ? filter_var($_POST['tax'], FILTER_SANITIZE_NUMBER_FLOAT,
FILTER_FLAG_ALLOW_FRACTION) : NULL;
•
•
•
•
•

// All variables should be positive!
if ( ($quantity > 0) && ($price > 0) && ($tax > 0) ) {
// Calculate the total:
$total = $quantity * $price;
$total += $total * ($tax/100);

To use typecasting:
• // Print the result:
•
echo '<p>The total cost of purchasing ' . $quantity . ' widget(s) at $' .
number_format($price, 2) . ' each, plus tax, is $' . number_format($total, 2) . '.</p>';
•
} else { // Invalid submitted values.
•
echo '<p style="font-weight: bold; color: #C00">Please enter a valid quantity,
price, and tax rate.</p>';
•
}
• } // End of main isset() IF.

• // Leave the PHP section and create the HTML form.
• ?>
• <h2>Widget Cost Calculator</h2>
• <form action="calculator.php" method="post">
•
<p>Quantity: <input type="number" name="quantity" step="1" min="1" value="<?php if
(isset($quantity)) echo $quantity; ?>"></p>
•
<p>Price: <input type="number" name="price" step=".01" min="0.01" value="<?php if
(isset($price)) echo $price; ?>"></p>
•
<p>Tax (%): <input type="text" name="tax" step=".01" min="0.01" value="<?php if
(isset($tax)) echo $tax; ?>"></p>
•
<p><input type="submit" name="submit" value="Calculate!"></p>
• </form>
• </body>
• </html>

Validating Files by Type
• Chapter 11 includes an example of handling file uploads in PHP.
• Because uploading files allows users to place a more potent
type of content on your server, you cannot be too mindful of
security when it comes to handling them.
• The uploaded file was validated by checking its MIME type.
• With an uploaded file, $_FILES[‘upload’][‘type’] refers to the
MIME type provided by the uploading browser.
• To use Fileinfo, start by creating a Fileinfo resource:
$fileinfo = finfo_open(kind);
MIME stands for Multipurpose Internet Mail Extensions and all MIME types are officially maintained by the Internet Assigned Numbers Authority

Validating Files by Type
• To validate files by type:
• Begin a new PHP script in your text editor or IDE, to be named
upload_rtf.php.
• Check if the form has been submitted:
if ($_SERVER['REQUEST_METHOD'] == 'POST’) {

• Check for an uploaded file:
if (isset($_FILES['upload']) && file_exists($_FILES['upload’] ['tmp_name'])) {

• Create the Fileinfo resource:
$fileinfo = finfo_open (FILEINFO_MIME_TYPE);

• Check the file’s type:
• if (finfo_file($fileinfo, $_FILES['upload']['tmp_name']) == 'text/rtf') {
• echo '<p><em>The file would be acceptable!</em></p>';

Validating Files by Type
• To validate files by type:
• Delete the uploaded file:
unlink($_FILES['upload']['tmp_name’]);

• Complete the type conditional:
} else { // Invalid type.
echo '<p style="font-weight: bold; color: #C00">Please upload an RTF document.</p>’;
}

• Close the Fileinfo resource:
finfo_close($fileinfo);

• Complete the remaining conditionals:
} // End of isset($_FILES ['upload']) IF.
} // End of the submitted conditional.
?>

Validating Files by Type
• To validate files by type:
• Create the form
• Complete the page
• Save the file as upload_rtf.php, place it in your web directory, and test it
in your browser.

To validate files by type:
•
•
•
•
•
•
•
•

<!doctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Upload an RTF Document</title>
</head>
<body>
<?php # Script 13.3 - upload_rtf.php

• // Check if the form has been submitted:
• if ($_SERVER['REQUEST_METHOD'] == 'POST') {
•
•

// Check for an uploaded file:
if (isset($_FILES['upload']) && file_exists($_FILES['upload']['tmp_name'])) {

•
•
•

// Validate the type. Should be RTF.
// Create the resource:
$fileinfo = finfo_open(FILEINFO_MIME_TYPE);

•
•

// Check the file:
if (finfo_file($fileinfo, $_FILES['upload']['tmp_name']) == 'text/rtf') {

•
•

// Indicate it's okay!
echo '<p><em>The file would be acceptable!</em></p>';

To validate files by type:
• // In theory, move the file over. In reality, delete the file:
•
unlink($_FILES['upload']['tmp_name']);
•
} else { // Invalid type.
•
echo '<p style="font-weight: bold; color: #C00">Please upload an RTF
document.</p>';
•
}
•
// Close the resource:
•
finfo_close($fileinfo);
•

} // End of isset($_FILES['upload']) IF.

•

// Add file upload error handling, if desired.

• } // End of the submitted conditional.
• ?>
• <form enctype="multipart/form-data" action="upload_rtf.php" method="post">
•
<input type="hidden" name="MAX_FILE_SIZE" value="524288">
•
<fieldset><legend>Select an RTF document of 512KB or smaller to be
uploaded:</legend>
•
<p><strong>File:</strong> <input type="file" name="upload"></p>
•
</fieldset>
•
<div align="center"><input type="submit" name="submit" value="Submit"></div>
• </form>
• </body>
• </html>

Preventing XSS Attacks
• HTML is simply plain text, like <strong>, which is given special
meaning by browsers.
• Many dynamically driven web applications take the information
submitted by a user, store it in a database, and then redisplay that
information on another page.
• PHP includes a handful of functions for handling HTML and other
code found within strings. These include the following:
• tmlspecialchars(), which turns &, ‘,”, <, and > into an HTML entity format

(&amp;, &quot;, etc.)
• htmlentities(), which turns all applicable characters into their HTML entity
format
• strip_tags(), which removes all HTML and PHP tags
تعمل كلني للتاق

Preventing XSS Attacks
• To prevent XSS attacks:
• Begin a new PHP document in your text editor or IDE, to be named
xss.php.
• Check for the form submission and print the received data in its original
format.
• Apply the htmlentities() function, printing the results.
• Apply the strip_tags() function, printing the results.
• Complete the PHP section.
• Display the HTML form.
• Complete the page.
• Save the page as xss.php, place it in your web directory, and test it in
your browser.
• View the source code of the page to see the full effect of these
functions.

To prevent XSS attacks:
•
•
•
•
•
•
•
•

<!doctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>XSS Attacks</title>
</head>
<body>
<?php # Script 13.4 - xss.php

• if ($_SERVER['REQUEST_METHOD'] == 'POST') {
•
•
•
•
•
•
•
•
•
•
•
•
•

// Apply the different functions, printing the results:
echo "<h2>Original</h2><p>{$_POST['data']}</p>";
echo '<h2>After htmlentities()</h2><p>' . htmlentities($_POST['data']). '</p>';
echo '<h2>After strip_tags()</h2><p>' . strip_tags($_POST['data']). '</p>';
}
// Display the form:
?>
<form action="xss.php" method="post">
<p>Do your worst! <textarea name="data" rows="3" cols="40"></textarea></p>
<div align="center"><input type="submit" name="submit" value="Submit"></div>
</form>
</body>
</html>

Using the Filter Extension
• PHP 5.2 introduced the Filter extension (www.php.net/filter), an
important tool that bridges the gap between the relatively simple
approach of typecasting and the more complex concept of
regular expressions.
• The Filter extension can be used for one of two purposes:
validating data or sanitizing it.
• A validation process, as you know well by now, confirms that
data matches expectations.
• Sanitization, by comparison, alters data by removing
inappropriate characters to make the data meet expectations.

Using the Filter Extension
• The most important function in the Filter extension is filter_var():
filter_var(variable, filter[,options]);

• The function’s first argument is the variable to be filtered, the
second is the filter to apply, and the optional third argument is
for adding additional criteria.
• Validation Filters:
• Constant ( FILTER_VALIDATE_BOOLEAN,
FILTER_VALIDATE_EMAIL, FILTER_VALIDATE_FLOAT,
FILTER_VALIDATE_INT, FILTER_VALIDATE_IP,
FILTER_VALIDATE_MAC, FILTER_VALIDATE_REGEXP,
FILTER_VALIDATE_URL)

Using the Filter Extension
• Sanitization Filters:
• Constant (FILTER_SANITIZE_EMAIL, FILTER_SANITIZE_ENCODED,
FILTER_SANITIZE_MAGIC_QUOTES,
FILTER_SANITIZE_NUMBER_FLOAT,
FILTER_SANITIZE_NUMBER_INT,
FILTER_SANITIZE_FULL_SPECIAL_CHARS,
FILTER_SANITIZE_SPECIAL_CHARS, FILTER_SANITIZE_STRING,
FILTER_SANITIZE_STRIPPED, FILTER_SANITIZE_URL,
FILTER_UNSAFE_RAW)

• To use the Filter extension:
• Open calculator.php (Script 13.2) in your text editor or IDE.
• Change the assignment of the $quantity variable to (Script 13.5)

Using the Filter Extension
• To use the Filter extension:
• Change the assignment of the $price variable.
• Change the assignment of the $tax variable.
• Save the page, place it in your web directory, and test it in your
browser.

Preventing SQL Injection Attacks
• Another type of attack that malicious users can attempt is SQL
injection.
• SQL injection is an attempt to insert bad code into a site’s SQL
queries.
• An even bigger aspiration is that the injection attack could alter,
destroy, or expose the stored data.

Preventing SQL Injection Attacks
• Prepared Statement Performance
• Prepared statements can be more secure than running queries in the
old-fashioned way, but they may also be faster.

• If a PHP script sends the same query to MySQL multiple times, using
different values each time, prepared statements can really speed things
up.
• Prepared statements can be created out of any INSERT, UPDATE,
DELETE, or SELECT query.

• Begin by defining your query, marking placeholders using question
marks.

Preventing SQL Injection Attacks
• To use prepared statements:

• Begin a new PHP script in your text editor or IDE, to be named
post_message.php.
• Check for form submission and connect to the forum database.
• Define and prepare the query.
• Bind the appropriate variables and create a list of values to be inserted.
• Execute the query
• Print the results of the execution and complete the loop
• Close the statement and the database connection
• Complete the PHP section
• Begin the form
• Complete the form
• Complete the page
• Save the file as post_message.php, place it in your web directory, and test it
in your browser.

To use prepared statements:
•
•
•
•
•
•
•
•

<!doctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Post a Message</title>
</head>
<body>
<?php # Script 13.6 - post_message.php

• if ($_SERVER['REQUEST_METHOD'] == 'POST') {
•

// Validate the data (omitted)!

•
•

// Connect to the database:
$dbc = mysqli_connect('localhost', 'username', 'password', 'forum');

•
// Make the query:
•
$q = 'INSERT INTO messages (forum_id, parent_id, user_id, subject, body,
date_entered) VALUES (?, ?, ?, ?, ?, NOW())';
•
•

// Prepare the statement:
$stmt = mysqli_prepare($dbc, $q);

•
// Bind the variables:
•
mysqli_stmt_bind_param($stmt, 'iiiss', $forum_id, $parent_id, $user_id, $subject,
$body);

To use prepared statements:
• // Assign the values to variables:
•
$forum_id = (int) $_POST['forum_id'];
•
$parent_id = (int) $_POST['parent_id'];
•
$user_id = 3; // The user_id value would normally come from the session.
•
$subject = strip_tags($_POST['subject']);
•
$body = strip_tags($_POST['body']);
•
•

// Execute the query:
mysqli_stmt_execute($stmt);

•
// Print a message based upon the result:
•
if (mysqli_stmt_affected_rows($stmt) == 1) {
•
echo '<p>Your message has been posted.</p>';
•
} else {
•
echo '<p style="font-weight: bold; color: #C00">Your message could not be
posted.</p>';
•
echo '<p>' . mysqli_stmt_error($stmt) . '</p>';
•
}
•
•

// Close the statement:
mysqli_stmt_close($stmt);

•
•

// Close the connection:
mysqli_close($dbc);

• } // End of submission IF.

To use prepared statements:
• // Display the form:
• ?>
• <form action="post_message.php" method="post">
•

<fieldset><legend>Post a message:</legend>

•
<p><strong>Subject</strong>: <input name="subject" type="text" size="30"
maxlength="100"></p>

•
<p><strong>Body</strong>: <textarea name="body" rows="3"
cols="40"></textarea></p>
•
</fieldset>
•
<div align="center"><input type="submit" name="submit"
value="Submit"></div>
•
<input type="hidden" name="forum_id" value="1">
•
<input type="hidden" name="parent_id" value="0">
• </form>
• </body>
• </html>

Securing Passwords with PHP
• How secure a user account system is will depend largely on
how passwords are handled.
• Passwords can be stored on the server in three ways:
• In plain text, which is a terrible thing to do
• In an encrypted format, which can be decrypted
• In a hashed format, which can’t be decrypted

• If you store passwords in an encrypted format, it’s safe from
prying eyes and can be retrieved when necessary.

Securing Passwords with PHP
• An alternative is to create a hash of the password.
• A hash is a representation of data.
• Preventing Brute-Force Attacks
• In a brute-force attack, a malicious user tries to log in to a secure
system by making lots of attempts in the hopes of eventual success.
• It’s not a sophisticated type of attack, hence the name “brute force.”
• The best way to prevent brute-force attacks from succeeding is
requiring users to register long passwords.
• To stop a brute-force attack in its tracks, you could also limit the
number of incorrect login attempts by a given IP address.

Securing Passwords with PHP
• More Security Recommendations
• Do your best to limit what information is requested from the user and
what the site stores. The less information handled by the site in any
way, the less data you have to worry about being stolen.
• Make it your job
recommendations.

to

study,

follow,

and

abide

by

security

• Don’t just rely on the advice of one chapter, one book, or one author.
• Don’t retain user-supplied names for uploaded files.

• just needs to change that cookie value to access another user’s
account.

Securing Passwords with PHP
• More Security Recommendations
• Don’t show detailed error messages.
• Use cryptography.
• Don’t store credit card numbers, social security numbers, banking
information, and the like.
• The only exception to this would be if you have deep enough pockets to pay
for the best security and to cover the lawsuits that arise when this data is
stolen from your site.
• Use SSL. A secure connection is one of the best protections a server can
offer a user.

Thank You
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2. Incorporating jQuery
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Weekly Learning Outcomes
1. Describe jQuery JavaScript framework.
2. Explain Selecting Page Elements and Event Handling.

3. Describe DOM manipulation and Ajax.
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Required Reading
Chapter 15 (Introducing jQuery by Larry Ullman, 5th edition)

Recommended Reading
1. Learning PHP, MySQL & JavaScript: With jQuery, CSS & HTML5 (Learning
PHP, MYSQL, Javascript, CSS & HTML5) 5th Edition (2018) By Robin Nixon,
O’Reilly Media Inc, ISBN-978-1491978917
2. Web Programming and Internet Technologies: An E-Commerce Approach,
Second Edition (2016) By Porter Scobey, Pawan Lingras
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ISBN-13: 978-0132151009
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1. What Is jQuery?

7

What Is jQuery
• JavaScript is a programming language that’s primarily used to add dynamic
features to HTML pages. Unlike PHP, which always runs on the server,
JavaScript generally runs on the client.
• PHP, precisely because it is server-side, is browser-agnostic for the most part.
• It’s running in the browser, JavaScript code often has to be customized for the
variations in browsers.
• This was the bane of the web developer: creating reliable cross-browser code.
Overcoming this hurdle is one of the many strengths of jQuery.

8

jQuery

The home page for the jQuery User Interface library (jQuery UI), which
works in conjunction with jQuery.

9

Debugging JavaScript
• When HTML pages have JavaScript errors, it rarely are notified. To debug problematic
JavaScript code, the first thing will be needed to do is see what actual errors exist.
• The first tool is needed when programming in JavaScript is a good debugging browser.
Firefox (www.mozilla.com) was the clear champion in this regard, with Opera
(www.opera.com) and Google Chrome (www.google.com/chrome/) close behind.
• By now, all the major browsers, including Microsoft’s Internet Explorer and Edge, include a
solid set of developer tools.
• jQuery has a simple, albeit cryptic, syntax, and by using it, it can be manipulated the
Document Object Model (DOM) with aplomb. It can be easily reference elements within an
HTML page, grabbing the values of form inputs, adding / removing any kind of HTML
element, changing element properties.
• JavaScript as a language, though similar in some ways to PHP, differs in other ways, such as
how variables are created, what character is used to perform concatenation etc. JavaScript is
an object-oriented language, meaning the syntax will be that much different than the
10
procedural PHP programming.

2. Incorporating jQuery
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Incorporating jQuery
• JavaScript is built into all graphical browsers by default, meaning no special steps
must be taken to include JavaScript in an HTML page.
• jQuery is a framework of code, though, to use it, a page must first incorporate
the jQuery library. Including any external JavaScript file in an HTML page involves
the script tag, providing the name of the external file as the value of its src
attribute:<script src="file.js"></script>
• The jQuery framework file will have a name like jquery-X.Y.Z.min.js, where X.Y.Z is
the version number (3.2.1 as of this writing).
• The min part of the file’s name indicates that the JavaScript file has been
minified. Minification is the removal of spaces, newlines, and comments from
code.
• The result is code that’s barely legible but still completely functional. The benefit
of minified code is that it will load in the browser slightly faster because it will be
a marginally smaller file size.
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Installing the jQuery library on your
server
The following set of steps will walk you through installing the jQuery library on
your server and incorporating it into an HTML page;
To incorporate jQuery:

1.Load www.jquery.com in your browser.
2.At the top of the page, click Download jQuery.
3.On the resulting page, download the compressed, production version
4.If the JavaScript loads directly instead of being downloaded, save the page on
your computer. Because the resulting file is just JavaScript, it may load directly in
your browser. If so, save the file as jquery-X.Y.Z.min.js, where X.Y.Z is the actual
version number.
13

Using Hosted jQuery
• By this, I mean that instead of using a version of the jQuery library stored on web
server, it can be used a version stored elsewhere online. For example, Google provides
copies
of
many
JavaScript
frameworks
for
public
use
(http://code.google.com/apis/libraries/). To use Google’s copy of the jQuery library,
you’d
use
the
following
code:<script
src="https://ajax.googleapis.com/ajax/libs/jquery/3.2.1/jquery.min.js"></script>
5. Move the downloaded file to a js folder within your web server directory. All the
JavaScript files to be used by this chapter’s examples will be placed within a

subdirectory named js.
6. Begin a new HTML document in your text editor or IDE, to be named test.html
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Using Hosted jQuery
(Script 15.1):
<!doctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Testing jQuery</title>
</head>
<body>
<!-- Script 15.1 - test.html -->
</body>
</html>
Script 15.1 This blank HTML page shows how the jQuery library can be
included.
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Using Hosted jQuery
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Testing jQuery</title>
6 <script src="js/jquery-3.2.1.min.js"> </script>
7 </head>
8 <body>
9 <!-- Script 15.1 - test.html -->
10</body>
11</html>
This very first example will simply test the incorporation and basic use of the jQuery
library.
16

Using Hosted jQuery
7. Within the HTML head, include jQuery: <script src="js/jquery-3.2.1.min. js"></script>
The script tag is used to include a JavaScript file. Conventionally, script tags are placed
within the HTML page’s head, although that’s not required (or always the case).
• The value of the src attribute needs to match the name and location of your jQuery
library. In this case, the assumption is that this HTML page is in the same directory as the
js folder, created as part of Step 5.
8. Save the file as test.html. Because this script won’t be executing any PHP, it uses the
.html extension.
9. If you want, load the page in your browser and check for errors.
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3. Using jQuery
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Using jQuery
• After successfully have jQuery incorporated into an HTML page, it can be used. jQuery,
or any JavaScript code, can be written between opening and closing script tags:
<script>
// JavaScript goes here.
</script>
(Note that in JavaScript, the double slashes create comments, just as in PHP.)
• Alternatively, jQuery can be placed and JavaScript code within a separate file, and then
include that file using the script tags, just as included the jQuery library.
• An HTML page can have multiple uses of the script tags, and the same script tag cannot
both include an external file and contain JavaScript code.
• The code placed within a script tag will be executed as soon as the browser encounters it.
This is often problematic, though, because JavaScript is frequently used to interact with
the DOM;
• if immediately executed JavaScript code references a DOM element, the code will fail,
since that DOM element will not have been encountered by the browser at that point.
• The only reliable way to reference DOM elements is after the browser has knowledge of
19
the entire DOM.

Using jQuery

A browser reads a page as the HTML is loaded, meaning that JavaScript
code cannot reference DOM elements until the browser has seen them all.
20

Using jQuery
• In standard JavaScript, code can be executed after the page is completely loaded by
referencing window.onload. In jQuery, the preferred method is to confirm that the
web document is ready: $(document).ready(some_function);
• First of all, the code is how elements and such within the browser are selected in
jQuery. In this case, the item being selected is the entire HTML document. To this
selection, the function is applied. It takes one argument: a function to be called.
• Note that the argument is a reference to the function: its name, without quotation
marks. Separately, would have to be defined, wherein the actual work—which
should be done when the document is loaded—takes place.
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Using jQuery
• An alternative syntax is to use an anonymous function, which is a function definition
without a name. Anonymous functions are common to JavaScript (anonymous
functions are possible in PHP, too, but less common). To create an anonymous
function, the function’s definition is placed in line, in lieu of the function’s name:
$(document).ready(function() {
// Function code.
});
• Because the need to execute code when the browser is ready is so common, this whole
construct is often simplified in jQuery to just:
$(function() {
// Function code.
});
• The syntax is unusual, especially the }); at the end.
22

Using jQuery
• To test jQuery, this next sequence of steps will create a JavaScript alert once the
document is ready. After have this simple test working, jQuery can be used more
practically.

• This JavaScript alert is created once jQuery recognizes that the HTML
document is ready in the browser.
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To Use jQuery
1. Create a new JavaScript document in text editor or IDE, to be named test.js (Script
15.2):
Script 15.2 This simple JavaScript file creates an alert to test successful incorporation and
use of the jQuery library.
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Testing jQuery</title>
6 <script src="js/jquery-3.2.1.min.js"> </script>
7 <script src="js/test.js"></script>
8 </head>
9 <body>
10 <!-- Script 15.3 - test.html #2 -->
11</body>
12</html>
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To Use jQuery
• Assuming that the test.js JavaScript file is placed in the same directory as the jQuery
library, with the same relative location to test.html, this code will successfully
incorporate it.
• Save the HTML page and test it in your browser.
• The code $() is shorthand for calling the jQuery()function.
• jQuery’s “ready” status is slightly different than JavaScript’s onload: the latter also waits
for the loading of images and other media, whereas jQuery’s ready status is triggered
by the full loading of the DOM.
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4. Selecting Page Elements
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Selecting Page
Elements
• After getting the basic jQuery functionality working, the next thing to learn is how to
select page elements. Being able to do so will allow to hide and show images or blocks
of text, manipulate forms, and more.
• It has already been described that how to select the web document itself:
$(document).
• To select other page elements, use CSS selectors in place of document: #something
selects the element with an idvalue of something.
• .something selects every element with a classvalue of something.something selects
every element of something type (e.g., pselects every paragraph).
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Selecting Page
Elements
• Those three rules are more than enough to get it started, but know that unlike
document, each of these gets placed within quotation marks.
• For example, the code $(‘a’) selects every link and $(‘#caption’) selects the element
with an idvalue of caption.
• By definition, no two elements in a single HTML page should have the same
identifying value; thus, to reference individual elements on the page, #something is
the easiest solution.
• These rules can be combined as well:

• $(‘img.landscape’) selects every image with a classof landscape.
• $(‘#register input’) selects every input element found within an element that has an
idof register.
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Selecting Page
Elements
• For the next jQuery example, a JavaScript-driven version of the Widget Cost
Calculator form. In these next few steps, the HTML page will be created, with the
appropriate elements, classes, and unique identifiers to be easily manipulated by
jQuery.
The Widget
Cost
Calculator
as an HTML
form.
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To create the HTML form:
1.Open test.html (Script 15.3) in the text editor. Since this file is already jQuery
enhanced, it’ll be easiest to just update it.
2.Change the page’s title (Script 15.4):
<title>Widget Cost Calculator
</title>

30

To create the HTML form:
Script 15.4 In this HTML page is a form with three textual inputs for performing a calculation.
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Widget Cost Calculator</title>
6 <link rel="stylesheet" href="css/style.css">
7 <script src="js/jquery-3.2.1.min.js"></script>
8 <script src="js/calculator.js"></script>
9 </head>
10 <body>
11 <!-- Script 15.4 - calculator.html -->
12<h1>Widget Cost Calculator</h1>
13<p id="results"></p>
14<form action="calculator.php" method="post" id="calculator">
15 <p id="quantityP">Quantity: <input type="number" name="quantity" id="quantity" step="1" min="1"></p>
<p id="priceP">Price: <input type="number" name="price" id="price" step="0.01" min="0.01"></p>
<p id="taxP">Tax (%): <input type="number" name="tax" id="tax" step="0.01" min="0.01"></p>
18 <p><input type="submit" name="submit" id="submit" value="Calculate!"></p>
19</form>
31
20</body>

To create the HTML form:
3. After the page title, incorporate a CSS file:<link rel="stylesheet" href="css/style.css">
• To make the form a bit more attractive, some CSS code will style it.
• The CSS file also defines two significant classes—error and errorMessage, to be
manipulated by jQuery. The first turns everything red; the second italicizes text (but
the class will be more meaningful as a way of identifying a group of similar items).
4. Change the second tag so that it references , not :

<script src="js/calculator.js">
</script>
• The JavaScript for this example will go in calculator.js, to be written subsequently. It
will be stored in the same js folder as the other JavaScript documents.
5. Within the HTML body, create an empty paragraph and begin a form:
<h1>Widget Cost Calculator</h1>
<p id="results"></p>
<form action="calculator.php"
method="post" id="calculator">
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To create the HTML form:
• It has a unique id value, for easy reference. The form, too, has a unique id value. The
form, in theory, would be submitted to calculator.php
6. Create the first form element:
<p id="quantityP">Quantity:
<input type="number"
name="quantity" id="quantity"
step="1" min="1"></p>
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To create the HTML form:
7.Create the remaining two form elements:
<p id="priceP">Price:
<input type="number" name="price" id="price"
step="0.01" min="0.01"></p>
<p id="taxP">Tax (%):
<input type="number" name="tax" id="tax" step="0.01"
min="0.01">
</p>
8.Complete the form and the HTML page:
<p><input type="submit" name="submit" id="submit“
value="Calculate!"></p>
</form>
</body>
</html>
• The submit button also has a unique id, but that’s for the benefit of the CSS; it won’t actually be referenced
in the JavaScript.
9. Save the page as calculator.html and load it in your browser. Even though the second JavaScript file,
calculator.js, has not yet been written, the form is still loadable.
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5. Event Handling
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Event Handling
• JavaScript, like PHP, is often used to respond to events. Differently, though, events in
JavaScript terms are primarily user actions within the browser, such as the following:
• Moving the cursor over an image or piece of text
• Clicking a link
• Changing the value of a form element
• Submitting a form
• To handle events in JavaScript, apply an event listener (also called an event handler) to
an element; and tell the JavaScript that when A event happens to B element, the C
function should be called. In jQuery, event listeners are assigned using the syntax
selection.eventType(function);
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Event Handling
• The selection part would be like $(‘.something’) or $(‘a’): whatever element or
elements to which the event listener should be applied.
• The eventType value will differ based on the selection.
• Common values are change, focus, mouseover, click, submit, and select: different
events can be triggered by different HTML elements.
• In jQuery, these are all actually the names of functions being called on the selection.
• These functions take one argument: a function to be called when the event occurs on
that selection.
• Commonly, the function to be invoked is written inline, anonymously. For example, to
handle the event of any image being moused-over, would code:
$('img').mouseover(function() {
// Do this!
});
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Event Handling
• This construct should look familiar—test.js assigns an event handler that listens for the
ready event occurring on the HTML document.
• Let’s take this new information and apply it to the HTML page already begun.
• At this point, an event listener can be added to the form so that its submission can be
handled.
• In this case, the form’s three inputs will be minimally validated, the total calculation
will be performed, and the results of the calculation displayed in an alert.
• To do all this: to fetch the values entered into the textual form inputs requires the val()
function.
• It returns the value for the selection, as you’ll see in these next steps.
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Event Handling

The calculations are displayed using an alert box (for now).
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To handle the form
submission:

1. Open test.js in your text editor or IDE.

• Since the test.js file already has the proper syntax for executing code when
the browser is ready, it’ll be easiest and most foolproof to start with it.
2. Remove the existing alert() call (Script 15.5).
Script 15.5 This JavaScript file is included by calculator.html (Script 15.4). Upon
submission of the form, the form's values are validated and a calculation performed.
1 // Script 15.5 - calculator.js
2 // This script is included by calculator.html.
3 // This script handles and validates the form
submission.
4
5 // Do something when the document is ready:
6 $(function() {
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To handle the form
submission:
7.
8.// Assign an event handler to the form:
9.$('#calculator').submit(function() {
10.// Initialize some variables:
11.var quantity, price, tax, total;
12.// Validate the quantity:
13.if ($('#quantity').val() > 0) {
14.// Get the quantity:
15quantity = $('#quantity'). val();
16.} else { // Invalid quantity!
17.// Alert the user: alert('Please enter a valid quantity!’);
18. }
19. // Validate the price:
20. if ($('#price').val() > 0) {
21. price = $('#price').val();
22. } else {
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To handle the form
submission:
23. alert('Please enter a valid

price!’);

24. }
25. // Validate the tax:
26. if ($('#tax').val() > 0) {
27. tax = $('#tax').val();
28. } else {
29.alert('Please enter a valid tax!’);
30. }
31. // If appropriate, perform the calculations:
32. if (quantity && price && tax) {
33. total = quantity * price;
34. total += total * (tax/100);
35. // Display the results:
36. alert('The total is $' + total);
37. }
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To handle the form
submission:
38. // Return false to prevent an

actual form submission: 39. return false;

39 }); // End of form submission.
40 40 }); // End of document ready.
• All the following code will go in place of the original alert().
3. In place of the alert() call, add an event handler to the form’s submission:
$('#calculator').submit(function() {
}); // End of form submission.
• The selector grabs a reference to the form, which has an id value of calculator.
• To this selection the submit() function is applied, so that when the form is
submitted, the inline anonymous function will be called.
• Note that this and the following code go within the existing $(document).ready() { }
block.
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To handle the form
submission:
4. Within the new anonymous function, initialize four variables:
var quantity, price, tax, total;
• In JavaScript, the var keyword is used to declare a variable. It can also declare
multiple variables at once, if separated by commas.
• Note that variables in JavaScript do not have an initial dollar sign, like those in PHP.
5. Validate the quantity:
if ($('#quantity').val() > 0) { quantity =
$('#quantity').val();
} else {
alert('Please enter a valid quantity!');
}
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To handle the form
submission:

• For each of the three form inputs, the value needs to be a number greater than
zero.
• The value entered can be found by calling the function on the selected element.
• If the returned value is greater than zero, then the value is assigned to the local
variable . Otherwise, an alert box indicates the problem to the user.

• If a form element does not have a positive numeric value, an alert box indicates the error.
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To handle the form
submission:
• As a reminder, HTML5 will also validate the inputs in supported browsers. To disable
that while testing, add novalidate to the opening formtag:
<form action="calculator.php"
method="post" id="calculator" novalidate>
6. Repeat the validation for the other two form inputs:
if ($('#price').val() > 0) {
price = $('#price').val();
} else {
alert('Please enter a valid price!');
}
if ($('#tax').val() > 0) {
tax = $('#tax').val();
} else {
alert('Please enter a valid tax!');
}
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To handle the form
submission:
7. If all three variables have valid values, perform the calculations:
if (quantity && price && tax) { total =
quantity * price; total += total *
(tax/100);
• This code should be fairly obvious by now: it looks almost exactly as it would in PHP,
save for the lack of dollar signs in front of each variable’s name.
8. Report the total:
alert('The total is $' + total);
Again, a crude alert window will be used to display the results of the calculation, the
plus sign performs concatenation in JavaScript.
9. Complete the conditional begun in Step 7 and return the value false:

}
return false;
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To handle the form
submission:

• Having the function return false prevents the form from being submitted to the
script that’s identified as the form’s action.
10. Save the page as calculator.js (in the js folder) and test the calculator in your
browser.
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6. DOM Manipulation
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DOM Manipulation
• One of the most critical uses of JavaScript in general, and jQuery in particular, is
manipulation of the DOM: changing, in any way, the contents of the browser.
• Normally, DOM manipulation is manifested by altering what the user sees.
• Once the element is selected or elements to be manipulated, applying any number
of jQuery functions to the selection will change its properties. For starters, the hide()
and show() functions.
• Thus, to hide a form (perhaps after the user has successfully completed it), using:
$('#actualFormId').hide();
• Similar to show() and hide() are fadeIn() and fadeOut().
• These functions also reveal or hide the selection, but do so with a bit of effect
added in.
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DOM Manipulation
• Another way to impact the DOM is to change the CSS classes that apply to a
selection. The addClass() function applies a CSS class and removeClass() removes
one.
• The following code adds the emphasis class to a specific blockquote and removes it
from all paragraphs:
$('#blockquoteID').addClass
('emphasis');
$('p').removeClass('emphasis');
• The toggleClass() function can be used to toggle the application of a class to a
selection.
• The already mentioned functions generally change the properties of the page’s
elements, but you can also change the contents of those elements. In the previous
section, you used the val() function, which returns the value of a form element. But
when provided with an argument, val() assigns a new value to that form element:
$('#something').val('cat');
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DOM Manipulation
• Similarly, the html() function returns the HTML contents of an element and text()
returns the textual contents.
• Both functions can also take arguments used to assign new HTML and text,
accordingly.
• Let’s use all this information to finish off the widget cost calculator. A few key
changes will be made:
• Errors will be indicated by applying the error class.
• Errors will also be indicated by hiding or showing error messages
• Error messages are now displayed next to the problematic form inputs.
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DOM Manipulation
The final total will be written to the page

• The results of the calculations are now
displayed above the form.

• Alerts will not be used.
• There are a couple of ways of showing
and hiding error messages.
• The simplest, to be implemented here,
is to manually add the messages to the
form and then toggle their visibility
using JavaScript.
• Accordingly, these steps begin by
updating the HTML page.

53

To manipulate the DOM:
1. Open calculator.html in your text editor or IDE, if you haven’t already.
2.Between the quantity form element and its closing paragraph tag, add an error
message (Script 15.6):
<p id="quantityP">Quantity:
<input type="number" name="quantity"
id="quantity" step="1" min="1"><span
class="errorMessage"
id="quantityError">Please enter a valid
quantity!</span></p>
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To manipulate the DOM:
Script 15.6 The updated HTML page has hardcoded error messages beside the key form
inputs.
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Widget Cost Calculator</title>
6 <link rel="stylesheet" href="css/style.css" type="text/css" media="screen">
7 <script src="js/jquery-3.2.1.min.js"></script>
8 <script src="js/calculator.js"></script>
9 </head>
10<body>
11 <!-- Script 15.6 - calculator.html #2 -->
12<h1>Widget Cost Calculator</h1>
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To manipulate the DOM:
13<p id="results"></p>
14<form action="calculator.php" method="post" id="calculator">
15<p id="quantityP">Quantity: <input type="number" name="quantity" id="quantity"
step="1" min="1"><span class="errorMessage" id="quantityError">Please enter a valid
quantity!</span></p>
16<p id="priceP">Price: <input type="number" name="price" id="price" step="0.01"
min="0.01"><span class="errorMessage" id="priceError">Please enter a valid price!
</span></p>
17<p id="taxP">Tax (%): <input type="number" name="tax" id="tax" step="0.01"
min="0.01"><span class="errorMessage" id="taxError">Please enter a valid tax!
</span></</p>
18 <p><input type="submit" name="submit" id="submit" value="Calculate!"> p>
19</form>
20</body>
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21</html>

To manipulate the DOM:
• Now following the input is a textual error, which also has a unique .
• The span containing the error also uses the errorMessage class.
• This impacts the message’s formatting, thanks to the external CSS document, and
makes it easier for jQuery to globally hide all error messages upon first loading the
page.
3. Repeat Step 2 for the other two form inputs:
<p id="priceP">Price:
<input type="number“
name="price" id="price" step="0.01"
min="0.01"><span class="errorMessage"
id="priceError">Please enter a valid
price!</span></p>
<p id="taxP">Tax (%): <input type="number"
name="tax" id="tax" step="0.01"
min="0.01"></p>
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To manipulate the DOM:
<p><input type="submit" name="submit"
id="submit" value="Calculate!"><span
class="errorMessage" id="taxError">Please
enter a valid tax!</span></p>
4. Save the file.

5. Open calculator.js in your text editor or IDE, if it is not already open.
6.Remove all existing alert() calls (Script 15.7).
• Script 15.7 Using jQuery, the JavaScript code now manipulates the DOM instead of
using alert() calls.
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To manipulate the DOM:
7. Before the submit event handler, hide every element with the error- Message class:
$('.errorMessage').hide();
• The selector grabs a reference to any element of any type that has a class of
errorMessage. In the HTML form, this applies only to the three span tags.

8. In the if clause code after assigning a value to the local quantity variable, remove the
error class and hide the error message:
$('#quantityP').removeClass ('error');
$('#quantityError').hide();

59

To manipulate the DOM:
• As it has been seen in Step 9, when the user enters an invalid quantity, the quantity
paragraph (with an id value of quantityP) will be assigned the error class and the
quantity error message (i.e., #quantityError) will be shown.
• If the user entered an invalid quantity but then entered a valid one, those two effects
must be undone, using the code shown here.
• In the case that an invalid quantity was never submitted, the quantity paragraph will
not have the error class and the quantity error message will still be hidden.
• In situations where jQuery is asked to do something that’s not possible, such as hiding
an already hidden element, jQuery just ignores the request.
9. If the quantity is not valid, add the error class and show the error message:
$('#quantityP').addClass('error');
$('#quantityError').show();
• This code does the opposite of that in Step 8.
• Note that it goes within the else clause.
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To manipulate the DOM:
10. Repeat Steps 8 and 9 for the price, making that if-else read:
if ($('#price').val() > 0) {
price = $('#price').val();
$('#priceP').removeClass('error');
$('#priceError').hide();
} else {
$('#priceP').addClass('error');
$('#priceError').show();
}
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To manipulate the DOM:
11. Repeat Steps 8 and 9 for the tax, making that if-else read:
if ($('#tax').val() > 0) {
tax = $('#tax').val();
$('#taxP').removeClass('error');
$('#taxError').hide();
} else {
$('#taxP').addClass('error');
$('#taxError').show();
}
12. After calculating the total, within the same if clause, update the results
paragraph:
$('#results').html('The total is
<strong>$' + total + '</strong>.');
62

To manipulate the DOM:
• Instead of using an alert box, the total message can be written to the HTML page
dynamically.
• One way of doing so is by changing the text or HTML of an element on the page.
• The page already has an empty paragraph for this purpose, with an value of
results.
• To change the text found within the paragraph. To change the HTML found within
the paragraph, use html() instead.
13. Save the page as calculator.js (in the js folder) and test the calculator in the
browser.
• Again, remember that the HTML page must be reloaded page (because both
the HTML and the JavaScript have been updated).
• jQuery will not throw an error if page elements attempt to select that don’t
exist. jQuery will also not throw an error if you call a function on non existent
elements.
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To manipulate the DOM:
• In JavaScript, as in other OOP languages, “chain” function calls together, performing
multiple actions at one time.
• This code reveals a previously hidden paragraph, adds a new class, and changes its
textual content, all in one line:

$('#pId').show().addClass('thisClass').
•
•
•

•

text('Hello, world! ‘);
The attributes can be changed of a selection using the attr() function.
Its first argument is the attribute to be impacted; the second, the new value.
For example, the following code will disable a submit button by adding the
property disabled=”disabled”:
$('#submitButtonId').attr('disabled',
'disabled’);
Add, move, or remove elements using the prepend(), append(), remove(), and
other functions. See the jQuery manual for specifics.
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7. Using Ajax
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Using Ajax
• Along with DOM manipulation, another key use of JavaScript and jQuery is Ajax.
• The term Ajax was first coined in 2005, although browser support was mixed for
years. Come 2017.
• Ajax is a standard feature of many dynamic web sites, and its straightforward use is
supported by all the major browsers. But what is Ajax?
• Ajax can mean many things, involving several different technologies and
approaches, but at the end of the day.
• Ajax is simply the use of JavaScript to perform a server-side request unbeknownst
to the user.
• In a standard request model-which is to say pretty much every other example in
this book-the user may begin on, say, login.html.
• Upon submission of the form, the browser will be taken to perhaps login.php,
where the actual form validation is done, the registration in the database takes
place, and the results are displayed.
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Using Ajax

A standard client-server request model, with the browser constantly reloading
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entire HTML pages.

Using Ajax
• With the Ajax model, the form submission will be hijacked by JavaScript, which will
in turn send the form data to a server-side PHP script.
• That PHP script does whatever validation and other tasks necessary, and then
returns only data to the client-side JavaScript, indicating the results of the
operation.
• The client-side JavaScript then uses the returned data to update the HTML page.
• Although there are more steps, the user will be unaware of most of them and will
be able to continue interacting with the HTML page while this process takes place.
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Using Ajax
• With the Ajax model, the form submission will be hijacked by JavaScript, which will
in turn send the form data to a server-side PHP script.
• That PHP script does whatever validation and other tasks necessary, and then
returns only data to the client-side JavaScript, indicating the results of the
operation.
• The client-side JavaScript then uses the returned data to update the HTML page.

• With Ajax, server requests are made behind the scenes, and the browser can be
updated without reloading.
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Creating the form
• Incorporating Ajax into a web site results in an improved user experience, more similar
to how desktop applications behave.
• There can also be better performance, with less data transmitted back and forth (e.g.,
an entire second page of HTML, like login.php, does not need to be transmitted).
• The login form simply needs two inputs: one for an email address and another for a
password.
• The form will use the same techniques for displaying errors and indicating results as
calculator.html
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Creating the form
• The login form.

• Error messages are revealed beside each form element.
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Creating the form
1. Begin a new PHP document in your text editor or IDE, to be named login.php (Script
15.8):
<!doctype html>
<html lang="en">
<head>
<meta charset="utf-8">
<title>Login</title>
<link rel="stylesheet"
href="css/style.css">
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Creating the form
Script 15.8 The login form has one text input for the email address, a password input,
and a submit button. Other elements exist to be manipulated by jQuery.
1 <!doctype html>
2 <html lang="en">
3 <head>
4 <meta charset="utf-8">
5 <title>Login</title>
6 <link rel="stylesheet" href="css/style.css">
<script src="js/jquery-3.2.1.min.js">
</script>
8 <script src="js/login.js"></script>
9 </head>
10<body>
11 <!-- Script 15.8 - login.php -->
12<h1>Login</h1>
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13<p id="results"></p>

Creating the form
14<form action="login.php" method="post" id="login">
15<p id="emailP">Email Address:
<input type="email" name="email" id="email"><span class="errorMessage"
id="emailError">Please enter your email address!</span></p>
16<p id="passwordP">Password:
<input type="password" name="password" id="password">
<span class="errorMessage" id="passwordError">Please
enter your password!</span></p>
17 <p><input type="submit" name="submit"
value="Login!"></p>
18</form>
19</body>
20</html>
74

Creating the form
This will actually be a PHP script, not just an HTML file. The page uses the same external
CSS file as .
2. Incorporate the jQuery library and a second JavaScript file:
<script src="js/jquery-3.2.1.min. js"></script>
<script src="js/login.js"></script>
The page will use the same jQuery library as. The page-specific JavaScript will go in. Both
will be stored in the folder, found in the same directory as this script.
3. Complete the HTML head and begin the body:
</head>
<body>
<!-- Script 15.8 - login.php -->
<h1>Login</h1>
<p id="results"></p>
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Creating the form
• Within the body, before the form, is an empty paragraph with an id of results, to be
dynamically populated with jQuery later

• Upon successfully logging in, the form will disappear and a message will appear just
under the header.
76

Creating the form
4. Create the form:
<form action="login.php" method="post"
id="login">
<p id="emailP">Email
Address: <input type="email" name="email"
id="email"><span class="errorMessage"
id="emailError">Please enter your email
address!</span></p>
<p id="passwordP">Password:
<input type="password" name="password"
id="password"><span class="errorMessage"
id="passwordError">Please enter your
password!</span>
</p>
<p><input type="submit" name="submit"
value="Login!">
</p>
</form>
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Creating the form
• This form is quite like that in calculator.html. Both form elements are wrapped within
paragraphs that have unique id values, making it easy for jQuery to apply the error
class when needed.
• Both elements are followed by the default error message, to be hidden and shown by
jQuery as warranted.
5. Complete the HTML page:

</body>
</html>
6. Save the page as login.php and load it in your browser.
• Remember that this is a PHP script, so it must be accessed through a URL
(http://something).
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Creating the server-side
script
• The previous sequence of steps goes through creating the client side of the process:
the HTML form. The PHP script that handles the form data.
• This script must do two things:
1.Validate the submitted data.
2.Return a string indicating the results.
• In terms of the Ajax process, the important thing is that this PHP script only ever returns
a single string, without any HTML or other markup.
• This is mandatory, because the entire output of the PHP script is what the JavaScript
performing the Ajax request will receive.
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Creating the server-side
script
• The results of the server-side PHP script when a proper request is made

• The HTML source of the server-side PHP script shows that the only output is a
simple string, without any HTML at all.
• Again, this script is not meant to be executed directly, so it contains no HTML.
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Creating the server-side
script
2. Validate that an email address and a password were received in the URL:
if (isset($_GET['email'],
$_GET['password'])) {
• A GET request will be made of this script; therefore, the first thing the code does is
confirm that both an email address and a password were passed to it.
3. Validate that the submitted email address is of the proper syntax:

if (filter_var($_GET['email'],
FILTER_VALIDATE_EMAIL)) {
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Creating the server-side
script

• Using the Filter extension, the provided email address is also checked for basic
syntax.
4. If the submitted values are correct, indicate success:
if ( ($_GET['email'] ==
'email@example.com') && ($_GET
['password'] == 'testpass') ) {
echo 'CORRECT';
• As already mentioned, this code just compares the submitted values against two
static strings. Most importantly, the script simply echoes the word CORRECT, without
any other HTML ( and ).

82

Creating the server-side
5. script
Complete the three conditionals:
} else {

echo 'INCORRECT';
}
} else {
echo 'INVALID_EMAIL';

}
} else {
echo 'INCOMPLETE';
}
• These three else clauses complete the conditionals begun in Steps 2, 3, and 4.
• Each simply prints a string indicating a certain status.
• The JavaScript associated with the login form, to be written next, will take different
actions based on each of the possible results.
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Creating the server-side
6. script
Complete the PHP page:
?>
7. Save the file as login_ajax.php, and place it in the same folder of your web directory as
login.php.
• The two files must be in the same directory for the Ajax request to work.
• It’s perfectly acceptable for the server-side PHP script in an Ajax process to set cookies
or begin a session.
• Keep in mind, however, that the page in the browser has already been loaded, meaning
that page cannot access cookies or sessions created after the fact.
• Use JavaScript to update the page after creating a cookie or starting a session, but
subsequent pages loaded in the browser will have full access to cookie or session data.
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Creating the JavaScript
• The final step is to create the JavaScript that interrupts the form submission, sends the
data to the server-side PHP script, reads the PHP script’s results, and updates the DOM
accordingly.
• This is the “glue” between the client-side HTML form and the server-side PHP.
• Here is how you create a new object in JavaScript:
•
•
•
•

var objectName = new Object();
To creates a new variable of type Object. The capital letter “O” Object is a blank
template in JavaScript (since JavaScript is an object-oriented language, most variables
are objects of some type).
Once you’ve created the object, you can add values to it using the syntax:
objectName.property = value;
The second new piece of information is the usage of jQuery’s ajax() function.
This function performs an Ajax request. It takes as its lone argument the request’s
settings. As part of the jQuery library, it’s invoked like so:
$.ajax(settings);
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To perform an Ajax request:
• Add the jQuery code for handling the “ready” state of the document:

$(function() {
});
• The JavaScript needs to start with this code in order to set the table once the
browser is ready.
• Hide every element that has the errorMessage class:
$('.errorMessage').hide();
• In the HTML form, this applies only to the three span tags. Those will be hidden by
this code as soon as the DOM is loaded.
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To perform an Ajax request:
• Create an event listener for the form’s submission:

$('#login').submit(function() {
});
• This code is virtually the same as that in the calculator form. All the remaining
code will go within these braces.
• Initialize two variables:
var email, password;
• These two variables will act as local representations of the form data.
• Validate the email address:
if ($('#email').val().length >= 6) {
email = $('#email').val();
$('#emailP').removeClass('error');
$('#emailError').hide();
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To perform an Ajax request:
• The calculator form validated that all the numbers were greater than zero, which
isn’t an appropriate validation for the login form.
• Instead, the conditional confirms that the string length of the value of the email
input is greater than or equal to 6 (six characters being the absolute minimum
required for a valid email address, such as a@b.cc).
• If the email address value passes the minimal validation, it’s assigned to the local
variable.
• Next, the error class is removed from the paragraph, in case it was added previously,
and the email- specific error is hidden, in case it was shown previously.
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To perform an Ajax request:
• Complete the email address conditional:

} else {
$('#emailP').addClass('error');
$('#emailError').show();
}
• Adding the error class to the entire paragraph and showing the error message
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To perform an Ajax request:
• Password:

if ($('#password').val().length > 0) {
password = $('#password').val();
$('#passwordP').removeClass ('error');
$('#passwordError').hide();
} else {
$('#passwordP').addClass('error');
$('#passwordError').show();
}
• For the password, the minimum length would likely be determined by the registration
process.

• As a placeholder, this code just confirms a positive string length. Otherwise, this code
is essentially the same as that in the previous two steps.
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To perform an Ajax request:
• If both values were received, store them in a new object:
if (email && password) { var data = new
Object(); data.email = email;
data.password = password;
• The premise behind this code was explained before these steps. First a new, generic
object is created.
• Then a property of that object named email is created and then assigned the value
of the email address.
• Finally, a property named password is created and then assigned the value of the
entered password. If it helps to imagine this code in PHP terms, the equivalent
would be:
$data = array();
$data['email'] = $email;
$data['password'] = $password;
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To perform an Ajax request:
• Create a new object for the Ajax options, and establish the first three settings:
var options = new Object(); options.data = data;
options.dataType = 'text'; options.type = 'get';
• Here, another generic object is created.
• Next, a property named data is assigned the value of the data object. This property of
the options object stores the data being passed to the PHP script as part of the Ajax
request.
• The second setting is the data type expected back from the server-side request. As the
PHP script login_ajax.php returns (i.e., prints) a simple string, the value here is text.
• The dataType setting impacts how the JavaScript will attempt to work with the returned
response; it needs to match what the actual server response will be.
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To perform an Ajax request:
• The type setting is the type of request being made, with get and post the two most
common.
• A GET request is the default, so it does not need to be assigned here, but the code is
being explicit.
• To be clear, because of the name of the properties in the data object-email and
password-and because of the type value of get, the login_ajax.php script will receive
$_GET[‘email’]and $_GET[‘password’].
• Begin defining what should happen upon a successful Ajax request:
options.success = function (response) {
}; // End of success.
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To perform an Ajax request:
• Within the anonymous function created, if the server response equals CORRECT,
hide the form and update the page:
if (response == 'CORRECT') {
$('#login').hide();
$('#results').removeClass('error');
$('#results').text('You are now
logged in!');
• When the user submits the correct credentials—email@example.com and testpass,
will return the string CORRECT.
• In that case, the JavaScript will hide the entire login form and assign a string to the
results paragraph, indicating such. Because incorrect submissions may have added
the error class to this paragraph that class is also removed here.
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To perform an Ajax request:
• If the server response equals INCORRECT, indicate an error:
} else if (response == 'INCORRECT') {
$('#results').text('The submitted credentials
do not match those on file! ');
$('#results').addClass('error');
• When the user submits a password and a syntactically valid email address but does
not provide the correct specific values, the server-side PHP script will return the
string INCORRECT.
• In that case, a different string is assigned to the results paragraph and the error class
is applied to the paragraph as well.
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To perform an Ajax request:
• The results upon providing invalid login credentials.
• Add clauses for the other two possible server responses
} else if (response == 'INCOMPLETE') {
$('#results').text('Please provide an email address and
a password! ');
$('#results').addClass('error');
} else if (response == 'INVALID_EMAIL') {
$('#results').text('Please provide your email address!
');
$('#results').addClass('error');
}
• This is the end of the code that goes within the property’s anonymous
function.
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To perform an Ajax request:
• Add the url property and make the request:
options.url = 'login_ajax.php';
$.ajax(options);
• The url property of the Ajax object names the actual server-side script to which the
request should be sent.
• As long as login.php and login_ajax.php are in the same directory, this reference will
work.
• Finally, after establishing all of the request options, the request is performed.
• Complete the conditional begun in Step 9 and return false:
} // End of email && password IF. return false;
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To perform an Ajax request:
• If the email and password variables do not have TRUE values, no Ajax request is
made (i.e., that conditional has no else clause).
• Finally, the value false is returned here to prevent the actual submission of the form.
• Save the page as login.js (in the jsfolder) and test the login form in your browser.
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Thank You
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